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Basic Config
e Aktifkan Link ke provider
* Add |IP Address public (alokasi ISP)

Address List

(=] || %8 Y Finc
Address 7 |Network Interface v
#1?2.16.1.2!24 172.16.1.0 etherl |

T192.168.30.1/24  192.168.30.0 ether4

2 items




Basic Config

default Gateway

* Add

Route List @IE
Routes | mNexthops Rules YRF
g = ¢ AT Find al |#
Dst, Address / Gateway Distance |R¥
AS P 0.0.0.0/0 172.16.1.1 reachable etherl 1
DAC P 172.16.1.0/24 ether1 reachable 0
DAC P 192.168.30.0/24  ether4 reachable 0

General | Attributes

Dst. Address: | TKARORILY

Gateway: |172.16.1.1 E reachable ether1 s
Check Gateway: v
Type: |unicast EI
Distance: |1 -




Basic Config

® Set DNS Server

DMS Settings
Servers: |192.168.2.34 = oK

Dynamic Servers: Cancel
Allow Remote Requests Apply
Max UDP Packet Size: 4096 Static
Query Server Timeout: |2,000 5 Cache

Query Total Timeout: |10.000 5

Cache Size: 2048 KiB

Cache Max TTL: |7d 00:00:00
Cache Used: 9




Basic Config

® Add src-nat masquerade agar PC LAN dapat akses

Internet

]|

Filter Rules MNAT IMangIe Service Ports  Connections  Address Lists  Layer7 Protocols

E”E] 'Zl @ |oo Reset Counters ” 00 Reset all Counters | |;:mf_-‘1~ | |aII

# I lAction IChain HH l l .|0ut. Interface

IBytes

IPackets I

0 =l masquerade  srcnat etherl

General |A wanced Extra Action Statistics

S
i

Chain:

Src. Address: |

2499B

NAT Rule <>

General Advanced EX

21

Action: |[EENEEEE

] Log
Dst. Address: | Log Prefix: I
Protocol: |
Src. Port: |
Dst. Port: | . . .
any. Port: [ |~ | | ResetcCounters |
In. Interface: | |v | Reset All Counters |
Out. Interface: [ ||ethert |#|a
Packet Mark: | | w

QK

Cancel

Apply

Disable

Comment

Copy




Basic Config

® Create DHCP Server untuk memudahkan client
terkoneksi ke internet

DHCP Setup DHCP Setup

Select interface to run DHCP server on

Select pool of ip addresses given out by DHCP server

DHCP Server Interface: |E4=g) PN e R e R el 1 92 165,30, 16-192.168,30.25

sk || e | [cancs ® Keluarkan IP Address yang

DHCP Setup |— akan dipasang secara static
o :
S dari DHCP IP Pool

DHCP Address Space: | /XS EReINrs

DHCP Setup

DHCP Setup

Select gateway for given network

Gateway for DHCP Network: | [Er8GReipl

| Back ” Mext || Cancel l

| Back ” Next || Cancel |

Select lease time

Lease Time: ()G uufuufu

| Back “ Mext || Cancel |
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Hotspot

e Untuk memudahkan manajemen, Hotspot server
diaktifkan pada Router Utama

® Bridge wlanl dan etherl AP, agar client langsung
mendapatkan service Hotspot dari Router utama

Terminal

/interface bridge

add name=Bridge-RI-1

/interface bridge port

add bridge=Bridge-RI-1 interface=etherl
1§add bridge=Bridge-RI-1 interface=wlanl

[admin@RI-1] >




Security

® Set password / tambah baru winbox user

User List
Users |Groups - S5HKeys 55H Private Keys Active Users
(= [« =] |T ABA
MName s Group | Allowed Address Last Logged In
313 system default user
& admin  Ful Octf09/2015 (
Mew User
Name: |Sogy QK
Group: |read E Cancel
Allowed Address: v Apply
Last Logged In: Disable
Password: |+ Comment
Confirm Password; |**+* Copy
Remove ]
- | litem

enabled



Security

e Add firewall filter untuk mencegah request DNS
dari internet

Terminal
fip firewall filter
add action=drop chain=input connection-state=new dst-port=53 in-interface=\

“etherl-ke Internet” protocol=tcp
add action=drop chain=input connection-state=new dst-port=53 in-interface=\

“etherl-ke Internet” protocol=udp
[aduin@GATEWAY-UTAMA] > |

le] |




Security

® Manajemen service port

IP Service List
v|[%| |7
[Name / [Port IAvailabIe From ICertificate ”V
D api 8728
@ api-ssl 8729 none
@ ftp 21
@ ssh 22
@ telnet 23

D W

X @ w-ss|

IP Service <winbox >

Mame: |winbox | QK =
Port: IE | Cancel

Available From: | |= Apply

Disable

Ienabled

3 items (1 selected)

Secnsape.
e I P

s

Akse

S winbox

Connect To

Login

Password

: [192.168.30.1:2222

: |admin

' I sekokokokokokokkokkokkok

IV Keep Password
IV Secure Mode

Connect

Remove

[ Comect |
Save |
_fenove|

I Load Previous Session Tools... |
Mote: |GATEWAY-UTAMA
Address | User | Mote | :I




Security

® Manajemen MAC-Telnet dan MAC-Winbox Server

/tool mac-server

Telnet Interfaces |’v\linBox Interfaces Active Sessions

[=|E3

Telnet Interfaces| WinBox Interfaces | active Sessions

| |

g || =| & 8 |V | MACPing Server m b= ¢ T
Interface ! Interface ! v
MAC Telnet Server <all= =] E3 _ MAC WinBox Server <all> =] &3
Interface: E QK Interface: QK
Cancel Cancel
Apply Apply
Disable Disable
Copy Copy
Remove Remove
enabled default enabled default
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Port Forwarding
e Akses CCTV dan server lokal dari public (internet)

/ip firewall nat
add chain=dstnat action=dst-nat dst-address=172.16.1.1 dst-port=83

to-addresses=192.168.3.3 to-ports=80
add chain=dstnat action=dst-nat dst-address=172.16.1.1 dst-port=84

to-addresses=192.168.4.5 to-ports=80

« Akses via web browser

r

“s O 6 New Tab x m - -
O B TS

‘v Artikel @@ Getting Started




Simple VPN

d; g \5
intern_e!

| 172.16.4.4/28




Simple VPN

e« Site A

/interface pptp-server server
set enabled=yes

/ppp secret
add name=user password=rahasia profile=default-encryption local-
address=10.4.5.6 remote-address=10.4.5.7

/1p route
add dst-address=192.168.40.0/24 gateway=10.4.5.7




Simple VPN

« Site B

/interface pptp-client
add connect-to=172.16.1.1 disabled=no mrru=1600 name=pptp-outl
password=rahasia user=user

/1p route
add dst-address=192.168.30.0/24 gateway=10.4.5.6
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Penambahan ISP baru
® Tambahkan ip alokasi ip ISP-B

/ip address add address=10.3.3.2/30 interface=ether?2

e Tambahkan firewall nat masquerade ISP-B

/ip firewall nat add chain=srcnat out-interface=ether2
action=masquerade




Simple LoadBalance
e ECMP

Mew Route

General | Attributes oK
Dst. Address: |0.0.0.0/0 Cancel
Gateway: [172.16.1.1 ¥ s Apply
10.3.3.1 * v Disable
Check Gateway: |ping E - Comment
Type: |unicast E Copy
Remove

Nickancar




Simple LoadBalance

* Add mangle mark route untuk menjaga koneksi yang
masuk dari internet, keluar melalui gateway yang sama

/ip firewall mangle

add chain=input in-interface=etherl-ISP-A action=mark-connection new-
connection-mark=ISP-A_conn

add chain=input in-interface=ether4-ISP-B action=mark-connection new-
connection-mark=ISP-B_conn

add chain=output connection-mark=ISP-A_conn action=mark-routing new-
routing-mark=to_ISP-A

add chain=output connection-mark=ISP-B_conn action=mark-routing new-
routing-mark=to_ISP-B




Simple LoadBalance

® Penambahan rule routing berdasarkan mangle mark-route

/ ip route
add dst-address=0.0.0.0/0 gateway=172.16.1.1 routing-mark=to_ISP-A

add dst-address=0.0.0.0/0 gateway=10.3.3.1 routing-mark=to_ISP-B




Simple QOS

e Simple QOS with PCQ

/queue type
add kind=pcqg name=pcq-up pcqg-classifier=src-address pcq-limit=50
pcg-rate=1M pcqg-total-limit=2000

add kind=pcqg name=pcqg-down pcqg-classifier=dst-address pcq-
limit=50 pcqg-rate=1M pcg-total-limit=2000

/queue simple
Add max-limit=10M/10M name=client queue=pcqg-up/pcqg-down
target=192.168.30.0/24,192.168.4.0/24,192.168.5.0/24
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