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About Me 



Media Koneksi Internet 
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wireless 

USB Modem 

Fiber optic ethernet 

dhcp 

pppoe tethering 



Topologi 
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internet 

LAN 

172.16.1.1/30 

192.168.30.0/24 

Alokasi ISP 
IP WAN  : 172.16.1.2 
GW   : 172.16.1.1 
DNS   : 192.168.2.34 



Basic Config 
�  Aktifkan Link ke provider 

�  Add IP Address public (alokasi ISP) 
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Basic Config 
�  Add default Gateway 
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Basic Config 
�  Set DNS Server 
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Basic Config 
�  Add src-nat masquerade agar PC LAN dapat akses 

internet 
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Basic Config 
�  Create DHCP Server untuk memudahkan client 

terkoneksi ke internet 
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�  Keluarkan IP Address yang 
akan dipasang secara static 
dari DHCP IP Pool 



Topologi 
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internet 

LAN 

172.16.1.1/30 

192.168.30.0/24 

Hotspot 



Hotspot 
�  Untuk memudahkan manajemen, Hotspot server 

diaktifkan pada Router Utama 
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�  Bridge wlan1 dan ether1 AP, agar client langsung 
mendapatkan service Hotspot dari Router utama 



Security 
�  Set password / tambah baru winbox user 
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Security 
�  Add firewall filter untuk mencegah request DNS 

dari internet 
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Security 
�  Manajemen service port 
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Akses winbox 



Security 
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�  Manajemen MAC-Telnet dan MAC-Winbox Server 

/tool mac-server 



Topologi 
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internet 

LAN 

172.16.1.1/30 

Hotspot 

192.168.4.5/24 

192.168.3.3/24 

192.168.30.0/24 



Port Forwarding 
�  Akses CCTV dan server lokal dari public (internet) 
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 /ip firewall nat  
add chain=dstnat action=dst-nat dst-address=172.16.1.1 dst-port=83 
to-addresses=192.168.3.3 to-ports=80 
add chain=dstnat action=dst-nat dst-address=172.16.1.1 dst-port=84 
to-addresses=192.168.4.5 to-ports=80 
 

•  Akses via web browser 



Simple VPN 

18 

internet 

LAN 

internet 

LAN 

10.4.5.6 10.4.5.7 

192.168.30.0/24 192.168.40.0/24 

A B 

172.16.1.2/30 
172.16.4.4/28 



Simple VPN 
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•  Site A 

/interface pptp-server server 
set enabled=yes 
 
/ppp secret  
add name=user password=rahasia profile=default-encryption local-
address=10.4.5.6 remote-address=10.4.5.7 
 
/ip route  
add dst-address=192.168.40.0/24 gateway=10.4.5.7 



Simple VPN 
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•  Site B 

/interface pptp-client 
add connect-to=172.16.1.1 disabled=no mrru=1600 name=pptp-out1 
password=rahasia user=user 
 
/ip route  
add dst-address=192.168.30.0/24 gateway=10.4.5.6 



Topologi 
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internet 

LAN 

172.16.1.2/30 

Hotspot 

internet 

10.3.3.2/30 



Penambahan ISP baru 
�  Tambahkan ip alokasi ip ISP-B 
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/ip address add address=10.3.3.2/30 interface=ether2 

�  Tambahkan firewall nat masquerade ISP-B 

/ip firewall nat add chain=srcnat out-interface=ether2 
action=masquerade  



Simple LoadBalance 
�  ECMP 
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Simple LoadBalance 
�  Add mangle mark route untuk menjaga koneksi yang 

masuk dari internet, keluar melalui gateway yang sama 
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/ip firewall mangle 
add chain=input in-interface=ether1-ISP-A action=mark-connection new-
connection-mark=ISP-A_conn 
add chain=input in-interface=ether4-ISP-B action=mark-connection new-
connection-mark=ISP-B_conn 
add chain=output connection-mark=ISP-A_conn action=mark-routing new-
routing-mark=to_ISP-A 
add chain=output connection-mark=ISP-B_conn action=mark-routing new-
routing-mark=to_ISP-B 
 
 



Simple LoadBalance 
�  Penambahan rule routing berdasarkan mangle mark-route 
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/ ip route 
add dst-address=0.0.0.0/0 gateway=172.16.1.1 routing-mark=to_ISP-A  
add dst-address=0.0.0.0/0 gateway=10.3.3.1 routing-mark=to_ISP-B 



Simple QOS 
�  Simple QOS with PCQ 
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/queue simple 
Add max-limit=10M/10M name=client queue=pcq-up/pcq-down 
target=192.168.30.0/24,192.168.4.0/24,192.168.5.0/24 

/queue type 
add kind=pcq name=pcq-up pcq-classifier=src-address pcq-limit=50 
pcq-rate=1M pcq-total-limit=2000 
 
add kind=pcq name=pcq-down pcq-classifier=dst-address pcq-
limit=50 pcq-rate=1M pcq-total-limit=2000 



 

www.mikrotik.co.id 

info@mikrotik.co.id 

      @mikrotik_id 

 

27 

Terima Kasih 

Diijinkan menggunakan sebagian atau seluruh materi pada modul ini, 
Selama untuk kepentingan pengajaran dan memberikan kredit link ke 

www.mikrotik.co.id  


