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Silabus Workshop MIKROTIK

“MEMBANGUN VPN
SERVER & CLIENT
Dengan Mikrotik”

Untuk mengabungkan 2 Jaringan LAN
Yang beda Lokasi via Internet

Introduction to Mikrotik.

Introduction to Virtual Private Network ( VPN ).

. Teknik Konfigurasi Modem ADSL untuk VPN Dial Up.
. Teknik Konfigurasi Mikrotik Router.

. Teknik Konfigurasi VPN Server Mikrotik.

. Teknik Konfigurasi VPN Client ( PC).

. Teknik Konfigurasi VPN Client Mikrotik.

. Teknis Backup & Recovery Mikrotik.
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TRAINING INSTALLASI MIKROTIK PC ROUTER
MEMBANGUN VPN MIKROTIK ANTAR JARINGAN LAN

BAB 1
PENGANTAR MIKROTIK PC ROUTER

Pendahuluan

Mikrotik RouterOS adalah salah satu Distro Linux yang didesain khusus untuk fungsi Routing System. Produk
Mikrotik berupa RouterBoard yang berbentuk seperti Hardware Router pada umumnya dan berupa RouterOS
yang di Install ke sebuah PC.

Kehandalan Mikrotik sudah terbukti dan tidak diragukan lagi, baik dari segi keamanan atau proteksinya maupun
kemudahan dalam mengunakannya. Karena itulah hampir semua ISP bisa dipastikan mengenal dan
mengunakan Mikrotik dalam layanan kepada pelanggan maupun dalam melakukan Manajemen Networknya
serta Mikrotik mampu melejit sebagai Router masa depan yang sangat handal. Jadi apapun ISP-nya, router
dan bandwith manajemen mengunakan Mikrotik.

Pada Training / Workshop ini khusus mengangkat materi Bandwith Manajemen mengunakan SPEEDY karena
layanan akses Internet saat ini di Indonesia yang paling murah dan paling banyak digunakan masyarakat

maupun Corporate adalah TELKOM SPEEDY.

Licensi Mikrotik

Sebelum melakukan instalasi hal yang perlu diperhatikan adalah level lisensi, perhatikan manual lisensi atau

daftar list harga software. Level tertinggi adalah level 6 yang memiliki semua modul yang bisa kita gunakan
secara maksimum. Perbedaan dari tiap lisensi adalah pada harga dan kelengkapan paket, informasi untuk hal
ini dapat di tanyakan langsung ke keysupport@mikrotik.com atau dapat kita baca di website resminya

www.mikrotik.com atau www.mikrotik.co.id .

Metode Implementasi Mikrotik

Implementasi Mikrotik ada 2, yaitu:

1. Mikrotik PC Router; menggunakan PC biasa dengan 2 LAN Card yang di install dengan Mikrotik RouterOS.

2. Mikrotik RouterBoard; menggunakan RouterBoard Mikrotik / produk jadi router yang sudah siap pakai
(RB-450, RB-433, RB-750, RB-1000, dll).
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Mikrotik Basic Desain
Berikut ini ada desain dasar / Basic Concept pengunaan Mikrotik RouterOS :
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Atau gambar konsepnya seperti dibawah ini :
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Basic Concept Design VPN :

Jakarta
(VPN Server)

Surabaya
VPN Client

‘ D

enpasar
VPN Client

HARDWARE untuk Mikrotik PC Router :

PC atau komputer yang dapat difungsikan sebagai Mikrotik PC Router adalah sebagai berikut :

1.

Menggunakan processor minimal 100 MHz atau direkomendasikan mengunakan PC Built up atau PC rakitan
minimal Pentium Il — 400 Mhz.

Memori (RAM) minimal 64 Mb dan disarankan mengunakan 512 Mb atau 1 Gb, besar memory sangat
berpengaruh pada, yang berpengaruh terhadap kemampuan kecepatan proses dari routing dan kapasitas
Cache Proxy.

Media penyimpanan (Hard Drive) menggukan sistem standar Kontroler IDE dan ATA. Sisa media
penyimpanan kita adalah minimal sebesar 64 Mb. Sangat disarankan untuk mengalokasikan space
penyimpanan yang besar, karena akan berpengaruh terhadap paket yang akan dipilih dan nantinya akan
membantu sebagai cache pada saat menggunakan fungsi web proxy serta diperlukan jika Mikrotik kita
fungsikan sebagai FTP Server.

CDRom atau DVD Jika instalasi menggunakan media CD, pastikan standar kontrolernya adalah ATA/ATAPI.
LAN Card atau Network Interface / ethernet tipe PCI.

Catatan :

» Direkomendasikan mengunakan CPU Built Up karena memiliki Power Supply yang kuat dan System
Board yang handal, sebab Mikrotik yang kita buat ini nantinya akan difungsikan sebagai Router secara
Dedicated 1 x 24 x 31.

»  Setelah Mikrotik di Install dan dapat di akses via remote ( Winbox / WebBox / Telnet ), maka pengunaan
Monitor sudah tidak diperlukan lagi.

» Mengunakan PCI LAN Card segala macam Merk dan Type dapat dikenali secara langsung oleh Mikrotik
(Dlink DFE 528/538, TPLink, Realtek, Intel, Atheros, 3Com, SMC, dll ).

» Onboard LAN sebaiknya tidak digunakan, karena hanya merk tertentu saja bisa terdeteksi otomatis oleh
Mikrotik.

»  Sebaiknya mengunakan harddisk IDE, karena harddisk SATA atau SCSI tidak terdeteksi oleh Mikrotik
versi < 3. Kapasitas harddisk IDE hingga 160 GB IDE dapat berfungsi dengan baik.

» Dapat juga mengunakan Media Storage berupa Compact Flash ( CF ) dengan memanfaatkan peripheral
PCI CF to IDE.
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PAKET INSTALLASI MIKROTIK

Paket standar Mikrotik yang sudah kita install minimal akan berisi paket sistem (system package) saja.
Termasuk dasar Routing IP dan Administrasi Router. Untuk menambah paket lainnya seperti wireless, OSPF, IP
Telephony dan sebagainya silakan download terlebih dahulu paket-paketnya. Penting untuk diperhatikan adalah
saat memilih paket tambahan yaitu harus sama versinya dengan RouterOS yang kita gunakan. Jika tidak maka
paket tambahan tersebut tidak dapat diinstalasi. Mikrotik yang baru saja didownload dan di install adalah versi
shareware yang hanya bisa dipergunakan sementara dan akan bisa dipergunakan lebih lanjut bila melakukan
registrasi terlebih dahulu.

Helcome to MikroTik Router Software installation

ove around Menu using 'p’ and 'n’ or arrow keys, select with ’spacebar’.
[Select all with 'a’, HiniMum with "'M’. Press 'i’ to install locally or 'r’ to
install remote router or g’ to cancel and reboot.

[X] system [x]1 lcd [X]1 telephony

[X]1 ppp [X1 ntp [X]1 ups

[%]1 dhcp [¥] radiolan [X] user-manager
[¥]1 advanced-tools [¥]1 routerboard [X] web-proxy

[X]1 arlan [X] routing [X] webproxy-test
[X]1 calea [X] routing-test [X] wireless

[%]1 gps [¥X] rstp-bridge-test [¥] wireless-crd
[¥]1 hotspot [X]1 security [X] wireless-legacy
[X]1 isdn [X]1 synchronous

eyster (depends on nothing):
ain package Wwith basic serwvices and drivers

Do you want to keep old configquration? I[psnl:

Sebaiknya paket Installasi ini di Install semua dan jika ada paket yang tidak kita butuh dapat di REMOVE
nantinya setelah Mikrotik kita konfigurasi lebih lanjut.

ikroTik Login: admin
Password:

MHH MMM KKK TTTITTTTTIT KKK

MMMH MMMH KKK TTTITTTITTIT KKK

MMM MMMM MMM III KKK KKK RRRRRR oooooo TTT ITI KKK KKK
MMM MM MMM III KKKEK RRR RRR 000 000 TTT ITI KKKKK
MHH MMM III KKK KKRE RRRRRR ooo 000 TTT ITI KKK KEK
MHH MMM IITI KKK KKK RRR RRR 000000 TTT ITI KKK EKEK

MikroTik Router03 Z.9.51 (c) 1999-Z8838 http:sruwu.mikrotik.com~

Terminal linux detected, using multiline input mode
[admin@MikroTik] > setup_
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Tahapan Installasi Awal Mikrotik telah selesai kita lakukan dan konfigurasi lebih lanjut dapat kita lakukan
dengan perintah /setup melalui System Konsole ataupun kita lakukan melalui Winbox.

Tips yang dapat anda gunakan, khususnya bagi Newbie agar tidak binggung saat pertama kali melakukan
Installasi dalam menentukan INTERFACE dari LAN Card yang kita pasang di PC Router maka sebaiknya kita
pasang 1 buah LAN Card saja lebih dulu. Dan selanjutnya kita lakukan /Setup dengan menentukan Interface
LAN Card tersebut sebagai koneksi ke jaringan Local / LAN kita.

Setelah pada fisik LAN Card pertama tersebut itu kita tandai atau kita beri nama sebagai Interface “LAN”
dan selanjutnya kita pasang LAN Card yang kedua untuk kita sambungkan ke Modem ADSL. LAN Card
kedua ini kita tandai atau kita beri nama dengan “SPEEDY”. Penandaan dan Penamaan Interface LAN Card ini
sangat membantu kita jika ada perubahan dalam penataan kabel UTP kita.

Jika pada saat pertama kali konfigurasi kita lakukan dari PC atau Laptop via LAN Card secara direct ( langsung
atau Peer To Peer ), maka kita harus mengunakan Cross Cable UTP. Tapi jika koneksi dari Mikrotik ke
Switch lalu kabel UTP ke PC atau Laptop maka kita gunakan Stright Cable UTP.
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BAB 2
INTRODUCTION TO VPN

Virtual Private Network (VPN) adalah sebuah jaringan komputer yang berlapis-lapis ( jaringan yang ada di
atas jaringan komputer yang lain ). Sifat pribadi VPN berarti bahwa traffic data VPN umumnya tidak terlihat,
atau di enkapsulasi, lalu lintas jaringan yang mendasarinya. Demikian pula, lalu lintas dalam VPN muncul untuk
jaringan yang mendasarinya hanya sebagai arus lalu lintas lain untuk diundangkan.

Dalam istilah yang lebih teknis, di link lapisan protokol jaringan virtual dikatakan terowongan melalui jaringan
transportasi yang mendasarinya. Istilah VPN dapat digunakan untuk menggambarkan berbagai macam
konfigurasi jaringan dan protokol. Dengan demikian, hal itu dapat menjadi rumit ketika mencoba generalisasi
tentang karakteristik VPN. Beberapa yang lebih umum penggunaan VPN dijelaskan di bawah ini, bersama
dengan lebih rinci tentang berbagai skema klasifikasi dan VPN model.

Common yang digunakan VPN

VPN dapat digunakan untuk mengamankan komunikasi melalui Internet publik. VPN sering dipasang
oleh organisasi untuk menyediakan akses remote kepada jaringan organisasi yang aman, atau untuk
menghubungkan dua lokasi jaringan bersama dengan menggunakan jaringan yang tidak aman untuk membawa
lalu lintas.

VPN dapat digunakan untuk menyembunyikan alamat IP dari komputer-komputer di Internet,
misalnya, untuk menjelajahi World Wide Web secara anonim atau untuk mengakses Pembatasan lokasi layanan,
seperti Internet TV ataupun semacam IP Proxy.

Sebuah VPN tidak perlu eksplisit fitur keamanan seperti otentikasi atau enkripsi lalu lintas. Sebagai contoh,
penyedia layanan jaringan VPN dapat digunakan untuk memisahkan lalu lintas dari beberapa pelanggan melalui
jaringan yang mendasarinya.

Klasifikasi VPN

Teknologi VPN tidak mudah dibandingkan, karena berbagai protokol, terminologi dan pengaruh pemasaran
yang telah ditetapkan mereka. Sebagai contoh, teknologi VPN dapat berbeda:

* Dalam protokol yang mereka gunakan untuk terowongan lalu lintas melalui jaringan yang mendasari;

* Dengan lokasi terowongan penghentian, seperti pelanggan atau penyedia jaringan tepi tepi;

* Apakah mereka menawarkan untuk situs-situs atau konektivitas akses sites yang jauh;

* Dalam tingkat keamanan yang diberikan;

* Oleh lapisan OSI yang mereka hadir untuk jaringan penghubung, seperti rangkaian Layer 2 atau Layer 3
konektivitas jaringan.

Beberapa skema klasifikasi dibahas dalam bagian berikut :

» Secure VPN vs Trusted VPN

Kelompok industri "Virtual Private Networking Konsorsium' telah menetapkan dua jenis klasifikasi VPN
Aman (Secure VPN) dan VPN Terpercaya (Trusted VPN). Termasuk anggota konsorsium seperti
Microsoft, Cisco, Juniper dan banyak lainnya.

Secure VPN secara eksplisit menyediakan mekanisme authentikasi terowongan terowongan endpoint selama
setup, dan enkripsi lalu lintas dalam perjalanan. Aman VPN sering digunakan untuk melindungi lalu lintas ketika
menggunakan Internet sebagai tulang punggung yang mendasar, tapi juga dapat digunakan dalam lingkungan
ketika tingkat keamanan jaringan yang mendasarinya berbeda dari lalu lintas dalam VPN.

Secure VPN dapat diimplementasikan oleh organisasi yang ingin menyediakan fasilitas akses remote kepada
karyawan atau dengan organisasi-organisasi yang ingin menghubungkan beberapa jaringan bersama-sama
dengan aman menggunakan Internet untuk membawa lalu lintas. Yang umum digunakan untuk VPN aman
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dalam akses remote skenario, di mana perangkat lunak klien VPN pada sebuah sistem pengguna akhir
digunakan untuk menyambung ke jaringan kantor remote dengan aman. Protokol Secure VPN mencakup IPSec,
SSL atau PPTP (dengan MPPE / Microsoft Point to Point Encryption).

Trusted VPN biasanya dibuat oleh operator dan organisasi-organisasi besar dan digunakan untuk segmentasi
lalu lintas pada jaringan inti yang besar. Mereka sering menyediakan layanan kualitas dan jaminan carrier-grade
lainnya fitur. VPN dipercaya bisa diimplementasikan oleh operator jaringan yang ingin multipleks beberapa
sambungan pelanggan secara transparan melalui jaringan inti yang sudah ada atau dengan organisasi-
organisasi besar yang ingin memisahkan arus lalu lintas dari satu sama lain dalam jaringan. Trusted VPN
protokol termasuk MPLS, ATM atau Frame Relay.

Secure VPN dan Trusted VPN berbeda dari dalam bahwa mereka tidak menyediakan fitur keamanan seperti
kerahasiaan data melalui enkripsi. VPN aman akan tetapi tidak menawarkan tingkat kontrol aliran data yang
terpercaya VPN dapat memberikan jaminan seperti bandwidth atau routing.

Dari perspektif pelanggan, terpercaya VPN dapat bertindak sebagai kawat logis menghubungkan dua jaringan.
Pembawa yang mendasari jaringan tidak dapat dilihat oleh pelanggan, dan tidak ada pelanggan menyadari
kehadiran pelanggan lain melintasi tulang punggung yang sama. Gangguan antara pelanggan, atau gangguan
pada tulang punggung itu sendiri, tidak mungkin dilakukan dari dalam VPN yang terpercaya.

Beberapa penyedia layanan Internet yang dikelola menawarkan layanan VPN untuk pelanggan bisnis yang
menginginkan keamanan dan kenyamanan VPN tetapi memilih untuk tidak melakukan pemberian server VPN
sendiri. Dikelola aman lagi VPN adalah campuran dari dua model VPN utama, dan merupakan solusi keamanan
yang dikontrak dapat mencapai ke host. Selain menyediakan pekerja dengan secure remote akses ke jaringan
internal perusahaan, keamanan lainnya dan jasa manajemen kadang-kadang dimasukkan sebagai bagian dari
paket. Contoh-contoh termasuk membuat anti-virus dan anti-spyware program diperbaharui di setiap
menghubungkan komputer atau perangkat lunak tertentu memastikan patch sambungan diinstal sebelum
diperbolehkan.

Kateqgorisasi berdasarkan hubungan administratif user

The Internet Engineering Task Force (IETF) telah dikategorikan berbagai VPN, beberapa di antaranya, seperti
Virtual LAN (VLAN) adalah tanggung jawab standardisasi organisasi lain, seperti Institute of Electrical and
Electronics Engineers (IEEE) Proyek 802, Pl 802,1 (arsitektur).

Awalnya, Wide Area Network (WAN) link dari penyedia layanan telekomunikasi node jaringan yang saling
berhubungan dalam satu perusahaan. Dengan munculnya LAN, perusahaan bisa interkoneksi node mereka
dengan link yang mereka miliki. Sedangkan yang asli yang digunakan WAN jalur khusus dan lapisan 2
multiplexing layanan seperti Frame Relay, berbasis IP lapisan 3 jaringan, seperti ARPANET, internet, militer
jaringan IP (NIPRNET, SIPRNET, JWICS, dll), menjadi media interkoneksi umum. VPN mulai didefinisikan
melalui jaringan IP. Pihak militer sendiri jaringan mungkin dilaksanakan sebagai VPN pada peralatan transmisi
yang umum, tetapi dengan enkripsi terpisah dan mungkin router.

Ini menjadi pertama berguna untuk membedakan antara berbagai jenis IP VPN berdasarkan pada hubungan
administratif (bukan teknologi) interkoneksi node. Begitu hubungan itu didefinisikan, teknologi yang berbeda
dapat digunakan, tergantung pada persyaratan seperti keamanan dan kualitas layanan.

Ketika sebuah perusahaan interkoneksi satu set node, semua di bawah kontrol administratif, melalui sebuah
LAN, yang disebut sebagai intranet. Ketika saling berhubungan beberapa node berada di bawah kewenangan
administratif tetapi tersembunyi dari internet publik, hasil set node disebut extranet. Seorang pengguna baik
organisasi dapat mengelola intranet dan extranet itu sendiri, atau menegosiasikan pelayanan sebagai kontraksi
(dan biasanya disesuaikan) penawaran dari penyedia layanan IP. Dalam kasus terakhir, organisasi pengguna
lapisan 3 kontrak untuk layanan - sebanyak mungkin lapisan 1 kontrak untuk layanan seperti garis khusus, atau
lapisan 2 multiplexing layanan seperti frame relay.

Dokumen IETF membedakan antara penyedia-ditetapkan dan diatur pelanggan VPN. Hanya sebagai saling
berhubungan dan mengatur penyedia layanan dapat menyediakan layanan WAN konvensional, jadi satu
operator selular dapat pasokan ditetapkan penyedia-VPN (PPVPNs), mempresentasikan satu titik yang sama -
of-kontak ke organisasi pengguna.
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Internet Protocol Tunnels

Tunnelling protocol

Beberapa pelanggan dikelola virtual jaringan mungkin tidak menggunakan enkripsi untuk melindungi isi data.
Jenis jaringan overlay tidak rapi sesuai dalam kategorisasi aman atau terpercaya. Salah satu contoh jaringan
lapisan bisa menjadi GRE terowongan, menetapkan di antara dua host. Tunnelling ini akan tetap menjadi suatu
bentuk jaringan pribadi virtual namun bukan aman atau VPN yang terpercaya.

Contoh native teks-jelas termasuk protokol tunnelling GRE, L2TP dan PPTP (ketika MPPE tidak digunakan).
Security Mechanisms / Mekanisme Keamanan

Secure VPN menggunakan kriptografi protokol tunneling dimaksudkan untuk menyediakan kerahasiaan
(pemblokiran mencegat dan dengan demikian paket sniffing), pengirim otentikasi (pemblokiran identitas
spoofing), dan pesan integritas (pemblokiran pesan perubahan) untuk mencapai privasi.

Secure VPN Protokol adalah sebagai berikut:

* |P Security (Internet Protocol Security) - Sebuah standar protokol keamanan berbasis awalnya dikembangkan
untuk IPv6, di mana dukungan adalah keharusan, tetapi juga digunakan secara luas dengan IPv4.

* Transport Layer Security (SSL / TLS) digunakan baik untuk tunneling seluruh lalu lintas jaringan (SSL VPN),
seperti dalam OpenVPN proyek, atau untuk mengamankan sambungan individu. SSL telah menjadi fondasi oleh
sejumlah vendor untuk menyediakan kemampuan akses remote VPN. Keuntungan praktis dari suatu SSL VPN
adalah bahwa hal itu dapat diakses dari lokasi yang membatasi akses eksternal untuk SSL-based e-commerce
website tanpa IP Security implementasi. SSL VPN berbasis mungkin rentan terhadap serangan Denial of Service
(DOS) terhadap koneksi TCP karena mereka secara inheren tidak terauthentikasi terakhir.

* DTLS, digunakan oleh Cisco untuk generasi berikutnya disebut produk VPN AnyConnect Cisco VPN. DTLS
memecahkan masalah-masalah yang ditemukan saat TCP melalui TCP tunneling seperti halnya dengan SSL /
TLS.

* Secure Socket Tunneling Protocol (SSTP) oleh Microsoft yang diperkenalkan pada Windows Server 2008 dan
Windows Vista Service Pack 1. SSTP tunnels Point-to-Point Protocol (PPP) or L2TP traffic through an SSL 3.0
channel. Terowongan SSTP Point-to-Point Protocol (PPP) atau L2TP lalu lintas melalui saluran SSL 3,0 .

* MPVPN (Multi Path Virtual Private Network). Pengembangan Sistem Ragula Perusahaan yang terdaftar
memiliki merek dagang "MPVPN". [5]

* SSH VPN - OpenSSH menawarkan VPN tunneling untuk mengamankan koneksi remote ke jaringan (atau
antar-network link). Fitur ini (opsi-w) tidak boleh dikacaukan dengan port forwarding (option-L). OpenSSH
server menyediakan jumlah terbatas bersamaan terowongan dan fitur VPN itu sendiri tidak mendukung
otentikasi pribadi.

Authentication / Otentikasi

Tunnel endpoints diharuskan untuk mengotentikasi diri sebelum terowongan aman VPN dapat dibangun.
Terowongan diciptakan pengguna akhir, seperti akses remote VPN dapat menggunakan sandi, biometrik, dua-
faktor otentikasi atau kriptografi metode. Jaringan-untuk-jaringan terowongan, password atau sertifikat digital
sering digunakan, sebagai kunci harus disimpan secara permanen dan tidak memerlukan campur tangan untuk
terowongan yang akan didirikan secara otomatis.
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Model Jaringan VPN ( PPTP)

A. VPN --> LAN to LAN

Adalah Teknik Komunikasi VPN yang menghubungkan 2 jaringan LAN atau lebih via internet. Sehingga

dengan VPN ini kedua jaringan LAN seolah-olah berada dalam 1 tempat atau 1 jaringan LAN yang sama.

Surabaya
VPN Client

Denpasar
VPN Client

B. VPN --> PC Client to LAN

Jakarta
(VPN Server)

Adalah Teknik Komunikasi VPN yang menghubungkan sebuah PC atau Laptop Client ke jaringan LAN via

internet. Sehingga kita dapat mengakses semua resource yang ada dalam jaringan atau server di kantor.

Sehingga dengan VPN ini seolah-olah PC / Laptop Client berada dalam 1 tempat atau 1 jaringan LAN yang

sama dengan resource Server tersebut.

IP VPN :
192.168.88.177 IP Public :
125,164.75.150

MY —

IP Local :
192.168.1.100 _ 192.168.1.1
ADSL Modem Router

{ saja & darimana saja }

Tnternet IP Public :

IP VPN Server :
192.168.88.176

202.162.202.98 :

Jaringan LAN, Server ( Office )

8

192.168.88.5
PC Client]

192.168.88.

1192,168.88.2
| PCClient

' . o FILE SERVER
i Mikrotik Router ;- — vs‘i‘"t‘?' untuk jaringan Local | DATABASE SERVER
| VPN Server | Switch 16 port / 24 port / 48 port | DOMAIN SERVER
i 1 10/100/1000 mbps : WEBSERVER

__________________________________________________________
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BAB 3
TEKNIK KONFIGURASI MODEM ADSL UNTUK VPN

Supaya kita dapat melakukan konfigurasi Mikrotik sebagai VPN Server maka Mikrotik kita tersebut harus kita
setting dengan IP Public. Jika kita mengunakan koneksi dari ISP baik mengunakan Cabling Routing System
maupun mengunakan Wireless Routing System maka IP Public dapat di langsung di setting pada Interface WAN

/ interface yang di koneksikan ke Gateway ISP.

Namun jika kita mengunakan ISP Speedy, maka kita harus melakukan setting pada Modem ADSL kita menjadi
BRIDGE. Tidak semua modem support fitur Bridge, jadi kita harus memilih Modem ADSL yang tepat agar kita

dapat memanfaatkan koneksi dari Speedy ini sehingga dapat kita fungsikan sebagai VPN Server — Client.
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Selanjutnya kita harus setting pada Mikrotik kita dengan menambahkan Interface PPPoE Dial Out. Setelah
Create interface ini berhasil, maka Mikrotik kita akan memperoleh IP Public dari Telkom Speedy. Berikutnya kita

dapat melakukan setting Mikrotik VPN Server / VPN Client.
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BAB 4
MEMBUAT VPN CLIENT ( PC)

VPN / Virtual Private Network adalah jaringan pribadi yang aman ( tunneling encryption data ) melalui jalur
internet ( public ) sehingga kita dapat mengunakan Resource yang ada diseluruh jaringan LAN kita layaknya

kita berada dalam jaringan LAN tersebut secara langsung.

Dalam membuat setting Mikrotik VPN Client, tahapan-tahapan yang akan kita lakukan, yaitu :
1. Step VPN Client Configuration.

2. Step Dialing VPN / Connecting VPN.

3. Step Ping Test & Working.

Berikut ini Step by Step membuat VPN Client di PC / Laptop kita secara lengkap :

= Dari menu "Control Panel -> Network", buat satu koneksi baru.
=  Pilih Create koneksi VPN ( lihat step by step dibawah ini ).

[=l[EE=E]
@Back - '!:‘_‘ T - /..) Search .
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[ H My Documents
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b SYSTEM (C1)
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New Connection Wizard

Welcome to the New Connection
Wizard

This wizard helps you:

* Connect to the Intemet.

* Connect to a private network, such as your workplace
network.

* Setup a home or small office network,

To connect to a wireless network, view wirgless networks

nrange.

To continue, click Next

Cancel

Metwork Connection Type
“w'hat do you want to do?

(C) Connect to the Internet
Connect to the Intermet 2o pou can browse the Web and read email

(®iConnect to the network at my workplace

Connect ta a business network [using diakup or YPN] sa you can work fram home,
a field affice, or another location.

() Set up a home or small office network
Connect ta an existing home ar small office netwark or set up a new one.

() Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, o
zet up this computer sa that other computers can connect ta it.

< Back ” Mest > ][ Cancel

MNetwork Conneclion
How do you want to connect to the network at your workplace?

&)

Create the follawing connection

() Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Metwork [ISOMN] phone line.

tual Private Network connec

Connect to the network. using a virttual private network [YPN] connection aver the
Intemet.

®

< Back ” Mext > }[ Cancel

Connection Name
Specify a name for this connection to yaur workplace.

&)

Type a name for this connection in the following box.
Company Mame

[WPN Bhitawa Steel

For example, you could type the name of your workplace or the name of a server you
will connect to.

< Back H Mext » 1' Cancel

New Connection Wizard
Public Network @

“Windows can make sure the public network is connected first.

‘Windows can automatically dial the initial connection ta the Intemet or other public
network, before establishing the vitual connection.

(Do not dial the intial connechion}

() Automatically dial thi initial connection:

< Back ” Mest > }[ Cancel

New Connection Wizard

VPN Server Selection
“what is the name or address of the YPN server?

Type the host name ar Internet Protacal [IP) addiess of the computer ta which vou are
cannecting.

Host name or IP address [for example, microsoft. com or 157.54.0.1 ]

[202162.202.90

< Back ” Mest > 1[ Cancel
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New Connection Wizard

Completing the New Connection
. Wizard

‘r'ou have successfully completed the steps needed to
create the following connection:

VPN Bhirawa Steel
* Share with all users of this computer

The connection will be saved in the Network
Connections folder.

[#litdd a shortcut to this connection to my desktop

To create the connection and close this wizard, click Finish.

[ < Back ” Finish ][ Cancel

Connect YPN Bhirawa Steel nect VPN Bhirawa Steel

User name: || | User name; |’~"I:'f'l'| |

I
Password: | | Pazzword; [saasssanse |

[[] Save this user name and password for the following users:
e only

Aryone who uses thiz computer

Connect ” Cancel H Froperties ][ Help

[¥]iS awe thiz user name and passward for the fallowing uzers:

(%) Me only
) Anyone whao uses this computer

[_ Connect H Cancel H Properties H Help

Username
Password

Username
Password

Username
Password

vpnO1
nathanO1

vpn02
nathan02

vpnl1l0
nathanl10
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# VPN Bhirawa Steel Properties & VPN Bhirawa Steel Properties
General | Options | Security | Metworking | -.&dvancedl :.General | Options | Securty | Metwarking | -.&dvancedl
Host name or IP address of destination [zuch az microzoft. com or Dialing options
157.54.01) [#]iDisplay progress while connecting
'. Prompt for name and passwaord, certificate, etc.
[ Include 'windows logon domain
Firgt connect
Wiindows can firgt connect the public netwark, such as the Redialing options
Internet, befare trying to establizh this vitual connection. ) I =
Redial attempts: 3 G
3 3 [ 7
[] Dial ancther connection first: Time betwesn redial attempts: | 1 minute et
|dle time befare hanaging up: irnever > |
[] Redial if fine is dropped
Show icon in notification area when connected
[ Ok, l [ Cancel [ Ok l [ Cancel

# VPN Bhirawa Steel Properties # VPN Bhirawa Steel Properties

..General | Optiohz Netwnrking} I -.t’-'«dvancedl i.GeneraI | Optiohg | Security

Security options Type of WPH:
(®) Typical [recommended settings)

Automatic b |

Walidate my identity az follows:
| Require secured password w | Settings

[ Automatically use my Windows lngon name and . : o
pazsword [and domai if any) Thiz connection uses the following iems:

l M~ Internet Protocol [TCRAAR)

Bl oS Packet Scheduler

| g File and Printer Sharing for Microzoft Metwaorks
g Clignt for Microsoft Metwarks

Install... L
IPSec Settings... Description

Transmiszion Control Protocol/Internet Protocol. The default
wide area netwark pratacal that provides carmmunication
across diverse interconnected networks,

[1Require data encryption [disconnect if none)

() &dvanced [custom settings)

Settings...

l 0K H Cancel [ (]9 H Cancel
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Internet Protocol (TCP/IP) Properties

General | General || Optionz || Security | Networking | .t’-‘«dvanced|
“Y'ou can get IP settings assigned automatically if your network Type of VPN
supports this capability. Otherwize, you need to ask wour network, _
administrator for the appropriate [P settings.

(") Obtain an P address autamatically
(%) Usze the follawing IP address:

1P address: 192 168 . 88 177 |

Dbtain DNS server addiess automatically g File and Printer Sharing far Microzoft Metwarks
() Use the fallawing DM5 server addresses: g Client for Microsoft Netwarks
Preferred DHS zerver: 132 168 . 88 . 13

Alternate DMS server: m| Uninstal

Tranzmizzion Control Protocol/|nternet Protocol. The default
wide area netwark protocal that provides communication
across diverse interconnected netwarks,

[ (L8 ” Cancel L Ok Jl Cancel

& VPN Bhirawa Steel Properties

| General || Optiors || Security || Metworking | Advanced

windows Firewall

Help protect my computer and network, by
lirmiting or preventing access to this
computer fram the [nternet

1 Settings.

Internet Connection Sharing

[]&llow ather network users ta connect through this
computer's Intermet connection

Home networking connection:

| Select a private netwark, connection b

User namme; | |
Passward: |ﬁa change e saved password clck heral |

Eztablizh & dial-up connection whenever a computer on
my network, attempts to access the Internet

ork: zers to conttal o dizable the
CORReCion

Allaw other n
zhared Interne

i B L Save this user name and password for the following users:

3 Settings...
Sharing. g
arir @ Me orly
If you're nat sure how to set these properties, use O Arpane who uses this computer

the Metwork Setup wizard instead. ] .

oK, H Earical ] [ Connect _” Cancel H Froperties ” Help
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Connecting VPN Bhirawa Steel...

§-‘ Reqiztering your computer on the nebwork, ..

¥PM Bhirawa Steel
Sent: 5,374 bytes
D eceived: 39,206 bytes

& YPN Bhirawa Steel Status

General | Detangi
Connection
Statuz: Connected
Druration: 00:01:4a
Activity
Sent —— - Received
e o
T2
Bytes: E.006 | 40,821
Compression: 0% [ 0%
Erars: 1] a
L Properties J’ Dizconnect l

Setelah VPN Connection ini berjalan, maka selanjutnya kita dapat mengunakan Resource yang ada diseluruh
jaringan LAN kita layaknya kita berada dalam jaringan LAN tersebut secara langsung. Disini saya sudah
mencoba berbagai Resource atau fasilitas yang ada dalam jaringan lokal seperti : Remote Desktop, Akses
Peripheral yang Web Base akses ( Printer Network, Switch, Router, Modem ADSL, Mikrotik, Web Server,

dil), Akses Fileserver, Akses Email Server ( Microsoft Outlook ), Akses Domain Server, dll.

%2 Remote Desktop Connection

Computer: ‘ nodel b |

[ Connect ” Cancel H Help ]L%ptiu:uns >3 J
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= Remote Desktop Web Connection - Windows Internet Explorer

@:‘:— [ |§, http:ff192, 165,88, 16/index.htm V| 10| % |!:\.. Se
s — T — =
wodr |88]'| 1€ Remote Desktop Web Ca... X |@mikr0tikrouteros = administr... l | E?T - B oo I.-_:},lange ~ iGF Tools -
A
Microsoft
Windows
Remote Desktop Web Connection
By Nathan Gusti Ryan
Type the name of the remote computer you
vant to use, select the screen size for your Carver:
connection, and then cick Connect. T
When the connection page opens, you can add Size: | Full-screen %
it to your Favorites for easy connection to the Son i s
same computer. DSend logon infoermation for this connection
b
floone [ € mtarnat H100% -

¥ Nodel -> DCSERVER <- Node? [dcserver) |

File Edit “iew Favorites Tools Help a!‘
€ © B P e [ 3 X 9 [

nc_ldress| o Videserver ¥ led Go
Mame = Carmments

__{ Address "Access to address objects”

|/ COROM NODEL

,.{ DCSERVER.LOG Exchange message tracking logs

;gEPSON Skwlus Phoka 1390 Gunakan sesuai kebutuhan kankor

Lt EPSOM Stylus Photo R270 Gunakan sesuai kebukuhan kantar, .

L Faxclient Microsoft Shared Fax Clients

L File Sharing

£, HP-4200-Technical Tray # 1 =lzgal , Tray # 2 = &4

L2 HP Color LaserJet 3600 Main Office &4 on Tray-2 #4# Folio on Tray-1

Es HP Color LaserJet 3600 Purchasing 24 on Tray-1 ##% folio on Tray-2

;gHF‘ Color LaserJet 5550 Accounting  HP Color Laser Jet 5550 Accounting

;EHF‘ Laserlet 2420 PPC-QC Falio on Tray-2 ## Ad on Tray-1

'ggHP LaserJet 4200 Main Office A4 on Tray-2 ## Legal with Letter Head on Traw-3 #4# Legal on Tray-4
L2 Master-Download-150-Linusx

L& Master-Download-150-wWindows

;_-;_) METLOGOMN Logon server share

L PCSetup

g SWSWOL Logon server share

Ck,'p-]F'rinters and Faxes Shows installed prinkers and Fax printers and helps vou add new ones.,
EﬁScheduIed Tasks Schedule computer tasks to run automatically,

20 objects
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BAB 4

KONFIGURASI MIKROTIK ROUTER-OS
Mengunakan VMWare Workstation

Pendahuluan VMWare Workstation

Mikrotik RouterOS adalah salah satu Distro Linux yang didesain khusus untuk fungsi Routing System. Produk
Mikrotik berupa RouterBoard yang berbentuk seperti Hardware Router pada umumnya dan berupa RouterOS

yang di Install ke sebuah PC.

Pada materi Training ini, kita gunakan Metode mengunakan VMWare Workstation agar setiap peserta
Training dapat memiliki, mengkonfigurasi dan mengunakan Mikrotik masing - masing. Virtual PC ini selain
digunakan untuk Training juga dapat digunakan pada pemakain Mikrotik sehari - hari.

Langkah pertama yang kita lakukan adalah membuat sebuah Virtual PC dengan VMWare 6.5 ataupun
Microsoft Virtual PC yang sudah dinyatakan Free License oleh Microsoft.

Ikuti Step by Step Wizard-nya seperti pada gambar capture ini :
Mew Wirtual Machine Wizard Mew Wirtual Machine Wizard
Choose the Yirtual Machine Hardware Compatibility
which hardware Features are needed For this virtual machine?
Welcome to the New Virtual
Machine Wizard wirtual machine hardware compatibility
Hardware compatibility:
what type of configuration do you want? Compatible with:
® Typical (recommendad) Compatible products: Limnitations:
Create a Workstation 6.5 virtual machine ACEZ.5 8 @B memary limit
in a few easy steps. Fusion 2.0 2 processor limit o
Server 2.0 10 network adapter limit
Workstation 6.5
Create a wirtual machine with advanced
options, such as a SCSI adapter bvpe,
wirtual disk type and compatibility with
VMW& re _ older WMware praducts,
Workstation 6.5
) [ Mexk = ] I Cancel ] [ Help I < Back. ] [ Mext = ] I Cancel
Mty Wirtual Maching Wizard Mew Wirtual Machine Wizard

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
syskem., How will wou install the guest operating systemn?

Install from:
() Installer disc:

& runp s
=

() Installer disc image File: (iso):

@ 1 will install the operating system later

The wirtual machine will be created with a blank hard disk,

Select a Guest Operating System
which operating system will be installed on this virkual machine?

3uesk operating system

() Microsoft Windows
) Linux

() Mowell NetWate
() sun Solaris

@ Cther

Wersion

£

Cancel

] |

< Back ] [ Text =

111 J [

Help < Back ] [ Mext =

Cancel
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Jika Real PC anda mengunakan memory 512 GB dengan OS Windows XP, maka anda dapat gunakan Memory

untuk Virtual PC sebesar 64 MB atau 128 MB. Tapi jika Real PC kita mengunakan

Mew Wirtual Maching wizard
Mame the Yirtual Machine
What name would you like to use For this virkual machine?
virkual machine name
Mikrotik 2,9.51
Locakion
DAWPC Mikrotik

The default location can be changed at Edit = Preferences.

&3

Mesw Wirtual Machine Wizard

Memoty for the Yirtual Machine

Haw much memory would you like ta use Far this virkual machine?

Mernary

Specify the amount of mermory allocated ko this virtual machine, The memoary size

musk be a multiple of 4 ME,
Memary For this virtual machine:
U
4 u F Y
£ Guest O3 recommended minimum:

& pecommended memory:
& Maximum recommended memory:

Cancel

| < Back || Mexk = ||

[ hHep | |

51z = | MB
s29z
32 MB
256 MB
2544 MB
< Back J E o opexts | | Cancel |

Pada Wizard selanjutnya kita buat 1 buah Network Adapter, pilihlah mode “BRIDGE Networking”. Sedangkan

1/0 Adapter kita setting default.

Mew Wirtual Machine Wizard

Network Type
What type of network do wou want to add?

Metwark connection

Give the guest operatir;g syskem direct access to an external Ethernet
network, The quest must have its own IP address on the external network,

) Use network address translation (NAT)
Give the guest operating system access ta the host camputer's dial-up or
external Ethernet network connection using the hast's IP address.

7 Use host-onlky networking
Carnect the guest operating systen ko & private virkual netwark on the host
compuker,

() Do not use a nekwaork connection

&Ed

Mew Wirtual Machine Wizard

Select 1/0 Adapter Types

‘wehich SC3I adapter bype would you like to use?

10 adapter bypes

IDE Adapter: ATAPT

SCSI Adapter:

Busloqi
() LI Logic
() LSI Logic 5AS

Help ] |

< Back. J [ Mesxk = Cancel

(Recommended)

&Ed

| Help

< Back H Mext = I|

Cancel
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Mewy Wirtual Machine Wwizard

Ed

Select a Disk
which disk do vou want ko use?

A virtual disk is composed of one or more files on the host: file system, which
will appear as a single hard disk to the guest operating swstem. Wirtual disks
can easily be copied or moved on the same host or bekween hasts,

I Use an existing virtual disk
Choose this opkion to reuse a previously configured disk,

(7 Use a physical disk (For advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

Mews Wirtual Machine Wizard
select a Disk Type
What kind of disk do you want to create?

Virtual disk bype

(Recommended)

Help = Back Mext = Cancel
l J | J I

I Help | [ < Back H MNext = ]|

Cancel

I

Pada Wizard selanjutnya kita buat 1 buah Virtual Harddisk, pilihlah type harddisk “IDE”. Lalu tentukan lokasi

penyimpanan harddisk tersebut.

Mews Wirtual Machine Wizard
Specify Disk Capacity
How large do vou want this disk to be?

Macximum disk size (GE): S

Recommended size For Other: & GB

[ Allacate sl disk space now.

Allocating the full capacity can enhance perfarmance but requires as much
physical disk space as vou specify for the wirtual disk. If vou do nat allocate all
disk space now, the virtual disk starts small and is created quickly. It grows as
wou add applications, files and data.

) split virbual disk into 2 GB files

Splitting the disk makes it easier ko maove the virtual machine to anather
cormputer,

& Pocket ACE size calculator

Mew Wirtual Machine Vizard

specify Disk File
wWhere waould vou like to stare information about this disk?

Disk File
Cne 1 GE disk file will be created using the File name provided here,

DHyWPCMikrotikyMikratik 2.9,51, vimdk,

Help = Back Jl Mext = ]l Cancel ]

< Back Next =

| J |

I Help [

Cancel

Mew Wirtual Machine Vizard

Ready to Create ¥irtual Machine
Click Finish ta create the virtual machine, Then vou can install Other.

The virtual machine will be created with the Following settings:

| Mame: Mikrotik 2.9.51
Location: Do PO Mikrokil,
Yersion: ‘Wiorkskation 6.5
Operating System:  Other
Hard Disk: 1GB
Memory: 512 MB
Metwork Adapter:  Bridged

Cther Devices: CD/DVD, Sound Card

Custamize Hardware, .. |

[ Power on this virtual machine after creation

| J |

[ < Back Finish Cancel

virtual Machine Settings

Hardware | optians |

| Device Device status

Summary
:Lﬂ::?;:;k (IDE) TIGZBME r-}'}CUI‘IHEEt ak power on
(=)CD/oVD (IDE) Using file K:ADO... i
l@Network Adapter Bridged =
‘E' ! Sound Card Auto detect O Use ghysical drive:
EDisplay Auto detect

6 processors 1
@) Use 150 image File:

DU MIKROTIEMikrotik-2,2,

Add...

Remove

Advanced...

O J ‘ Cancel

J I Help
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Untuk pilihan jenis CDRom, kita bisa mengunakan Real CD yang telah disediakan ataupun mengunakan File
1SO yang disimpan di harddisk local maupun di dalam CD tersebut. Selanjutnya hidupkan Virtual PC tersebut

dan lakukan setting Boot Order dengan Boot from CDRom First.

£ Mikratik 2.9.51 - Wiware Warkstation (===
File Edit Miew VM Team ‘Windows Help
e Bab Do DR
Sidebar > i ; ; 5 ; ! 1&5 Mikrotik 2.9.51
4 [ Powered On
(3 Mikratik 2.9.8 HelcoMe to MikroTik Router Software installation

a4 &P Favorites

it Wi”dD_WSSE'" Move around menu using 'p’ and 'n’ or arrow keys, select with ’'spacebar’.
EMUUELRRS  Scioct all with a', minimum with "m’. Press "i’ to install locally or 'r’ to
install remote router or 'q° to cancel and reboot.

lcd telephony
1 ppp ntp ups
1 dhcp radiolan user-Manager
1 advanced-tools routerboard Heb-proxy
1 arlan routing Hebproxy-test
1 calea routing-test Hireless
1 gps rstp-bridge-test wireless—crd
1 hotspot security Hireless-legacy
1 isdn synchronous

system (depends on nothingl:
Main package wWith basic serwvices and drivers

4 m »

To direct input to this VM, click inside ar press Chrl+G. g Ed 'ﬁ ‘i.'e' =]

install remote router or 'q’ to cancel and reboot.

[X] system [X] lcd telephony

[X]1 ppp [X]1 ntp ups

[X]1 dhcp [¥X] radiolan User-Manager
[X]1 advanced-tools [X] routerboard web-proxy

[X]1 arlan [X]1 routing webproxy-test
[X] calea [X] routing-test Wwireless

[X] gps [X] rstp-bridge-test Wireless-crd
[X] hotspot [X] security Wwireless-legacy
[X] i=sdn [¥X]1 synchronous

zysted (depends on nothing):
ain package with basic services and drivers

o you want to keep old configuration? [y~ nlin

arning: all data on the disk wWill be erased!?

ontinue? [ysnl:

Tekan “a” untuk menginstall semua package. Lalu tekan “i” untuk memulai proses install. Karena konfigurasi
Router baru, jawab “n” untuk mengabaikan konfigurasi yang lama ( jika harddisk sdh ada installasi Mikrotik).

Lalu “y” to continue installation.
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lcd telephony
PPP ntp ups
dhcp radiolan USEr—-Manager
advanced-tools routerboard Web-proxy
arlan rout ing webproxy-test
calea rout ing-test Wwireless
qps rstp-bridge-test wireless—-crd
hotspot security Wwireless-legacy
isdn synchronous

zystem (depends on nothing):

ain package with basic services and drivers

Mo you want to keep old configuration? [ysnl:in
arning: all data on the disk wWill be erased!?

ontinue? [y/nl:y

reating partition

Selanjutnya tunggu Mikrotik melakukan proses Installasi hingga selesai.

isdn-2.9.51
led-2.9.51
ntp-2.9.51
ppp-2.9.51
radiolan-2.9.51
routerboard-2.9.51
routing-2.9.51

isabled routing-2.9.51
routing-test-2.9.51
retp-bridge-test-2.9.51
security-2.9.51
synchronous-2.9.51
telephony-2.9.51
ups-2.9.51
user—-manager-2.9.51
Web-proxy-2.9.51
(disabled) webproxy-test-2.9.51
wirelesz-2.9.51
(disabled) wireless-crd-2.9.51
(disabled) wireless-legacy-2.9.51

hecking disk integrity...

Setelah muncul tampilan seperti di atas ini, installasi telah selesai dalam waktu yang relatif cepat lalu tekan
ENTER dan keluarkan CD Installer Mikrotik.

ikroTik 2.9.51

ikroTik Login: admin . . - -
Setelah itu akan muncul tampilan seperti di atas ini. Masukkan

Username : Admin dan kosongkan password / lansung tekan enter.
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MikroTik v2.9.51
Login: admin
Password:

MMM

MMMHM

MMM MMMM
MMM MM
MMM

MMM

MikroTik

TTITTTTTTTITT
TTITTITITITITTTIT
TTT

KKK
KKK HKHEEK
KEKKKK
KKK KEK
KKK KKK

KKK
KKK HKHEEK
KEKKKK
KKK KEK RRERERRR
KKK KKK RRER RER

2.92.51 <cd> 19992-2088

RERERRR
RRER RER

[elololololn]
000 000
Q00 000

felalalololn]

I
TTT I
TTT I
TTT I

tik.com”

Router0OS http: v _mikyro

Terminal ansi detected. using single line input mode
[adminPMikroTikl >

oot level

log. — System logs
guit — Quit console
certificate — Certificate management
zpecial—-logins — Special login users
radius — HRadius client settings
redo — Redo previosly undone action
dy»iver — Driver management
ping — Send ICHP Echo packets
zetup — Do basic setup of system
interface~ Interface configuration
password — Change password

Undo previous action

Serial ports

SHMF settings
Uszer management
Local »outeyr file storage.
system — System information and wtilities
— Bandwidth management
IF options
Diagnostics tools
isdn—channels.~ ISDN channel status
rpp~ — Point to Point Protocol
ot ing”
mikrotik-. —

info

[adminEMikroTikl >

Tekan “?” / tanda tanya untuk menampilkan help command. Untuk memulai setting Mikrotik, dari Konsol ini

kita ketikkan “setup”, lalu ikuti Wizard seperti contoh dibawah ini.

ikroTik Login: admin

MMM
HMMH
HHMH
MMM
MHH
HHMH

HikroTik

MHMH

MMHH

MHH
MMM
MHH
MHMH

ITI
ITI
ITI
ITI

Router03

KKK

9,93

KKK KKK
EKKEKR
KKK KKK
KKK KEK

£2.9.51 (c)

RRRRRE
RRR ERER
RRERRR
RRR RER

1999-Z088

TTTTTTTITTITT
TTTTITTTITTITT
TTT
TTT
ITT
ITT

ITI
ITI
ITI
ITI

oooooo
o000 000
ooo  0oo0

oooooo

http:s wuww . mikrotik.

Terminal linux detected, using multiline input mode
[admin@MikroTik] > setup_

KKK

KKK

KKK KKK
KKEKKE
KKK KKK
KKK KKK

coms
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ip address add address=192.168.1.1-24 interface=LAN comment=""added by setup"
+ a — add ip address

# g — setup default gateway

¥ — exit menu
vyour choice lnwaece Fntep to setup default gatewayl: g
ateway: 192 _168_168.1
H#iAdding aerauit roucte
Aip route add dst-addresz=0.0.0.0-80 gateway=192.168_10.1 comment=""added hy *
setup"
+ a — add ip address
# g — setup default gateway
¥ — exit menu

vour choice [press Enter to setup default gatewayl: x
reset all router configuration

load interface driver
configure ip address and gateway
setup dhcp client
setup dhcp server
setup pppoe client
setup pptp client
exit menu
» choice [press Enter to setup dhcp serverl: x

+ o+

¥
Koothg W S

=
=]
=
=1

[Safe Mode releasedl

cetup completed successfully.
Following commands were executed during this setup:
#Enahling interface

Aip addressz add address=172.168.1.1-24 interface=LAN comment="added by setup"

#iidding default route

Aip route add dst—address=A_.8.8_8-0 gateway=192_168_18.1 comment="added by
setup"

[admin@MikroTik] > zustem

[admin@MikroTik] system> reboot

Rebhoot, yes? [y-sHI1:

Setup uses Safe Mode. It means that all changes that are made during setup
are reverted in case of error,. or if Ctrl-C is used to ahort setup. To keep
changes exit setup using the 'x' key.

[Safe Mode takenl
Choose options by pressing one of the letters in the left column, hefore
dazh. Presszing ’'x' will exit current menu, pressing Enter key will select the
entry that iz marked by an '#*'. You can abort setup at any time by pressing
Ctr1-C.
Entries marked hy *‘+' are already configured.
Entries marked hy ‘—' cannot be used yet.
Entriez marked by ‘X° cannot be used without installing additional packages.
r — reset all router configuration
+ load interface driver
* configure ip addressz and gateway
setup dhcp client
setup dhcp server
setup pppoe client
setup pptp client
exit menu
choice [press Enter to configure ip address and gatewauwl: a
— add ip address
— zetup default gateway
— exit menu
choice [press Enter to setup default
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r r

changes exit setup using the key.
[Safe Mode taken]

Choose options by pressing one of the lettersz in the left column,. before
dash. Pressing *x’ will exit current menu, pressing Enter key will select the
entry that is marked by an '*' . You can abort setup at any time hy pressing
Ctr1-C.

ntries marked by '+’ are already configured.

ntries marked by '—' cannot be used vet.

Entries marked by ‘X’ cannot he used without installing additional packages.
¥ — reset all router configuration

load interface driver

configure ip address and gateway

setup dhcp client

setup dhep server

setup pppoe client

setup pptp client

exit menu
choice [press Enter to configure ip addressz and gatewayl: a
— add ip address
— setup default gateway
— exit menu
your choice [presz Enter to setup default gatewawl:s a
enable interface: LAM
ip address/netmask: 192.168.8.1-24

x

+
E

=
Wl R et S e

"]

¥ +G

changes exit setup using the 'x' kewy.

[Safe Mode taken]

Choose options by pressing one of the letters in the left column, hefore
dash. Pressing “x’ will exit current menu, pressing Enter key will select the
entry that is marked by an '*' . ¥You can abort setup at any time by pressing
Ctr1-C.

Entries marked hy *+' are already configured.

Entries marked by '—' cannot be used vet.

Entries marked by ‘X’ cannot he used without installing additional packages.
¥ — reset all router configuration

load interface driver

configure ip address and gateway

setup dhcp client

setup dhep server

setup pppoe client

setup pptp client

exit menu
choice [press Enter to configure ip addressz and gatewayl: a
— add ip address
— setup default gateway
— exit menu
your choice [presz Enter to setup default gatewawl:s a
enable interface: LOM
ip address/netmask: 192.168.1.1-24

=
=

¥ +G

1
a
d
3
D
t
X
r
a
q
X

Entries marked by ‘X’ cannot be used without installing additional packages.
reset all router configuration

load interface driver
configure ip address and gateway
setup dhcp client
setup dhcp server
setup pppoe client
setup pptp client
exit menu
choice [press Enter to configure ip address and gatewawl: a
— add ip address
— setup default gateway
— exit menu
your choice [press Enter to setup default gatewayl: a
enable interface: LA

ip address./netmask: 192.168.1.1.-24
#iEnabling interface

interface enable LAN
#HAdding IPF address

ip addreszsz add addressz=192.168.1.1-24 interface=LAN comment="added by setup"
+ a — add ip address

* g — setup default gateway

¥ — exit menu
ioo. lopoco Entepr to setup default gatewayl: g
gatewa 192168 _168.1_

=
|

=
b T=00- TR L I~ P T

=
¥ +G
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X — exit menu
your choiso fproce Enter to setup default gatewayl: g
gateway: 192, 168.10.1
HAdding oerault route
Sip route add dst—address
setup"
+ a — add ip address
* g — zsetup default gateway
X — exit menu
choice [press Enter to setup default gatewayl:l x
rezet all router configuration
load interface driver
configure ip address and gateway
setup dhcp client
setup dhep server
setup pppoe client
setup pptp client
exit menu
choice [press Enter to setup dhcp szerverl: x

=3.0.8.8-8 gateway=192.168.180.1 comment="added by

[Safe Mode releasedl

setup completed successfully.

Following commands were executed during this

#iEnabling interface

“interface enable LAMN

#HAdding IP address

sip address add address

#idding default route

A1ip route add dst—addres
setu

[adminPMikroTik] >

setup:

=192.168.1.1-24 interface=LAN comment="added by setup"
5=A.8.8.8-8 gateway=122.168.18.1 comment="added by

Setelah Setup Wizard ini selesai dan IP Address PC kita telah kita setting se-level dengan LAN Mikrotik, maka
selanjutnya kita buka WebBrowser kita IP Address Mikrotik tersebut : 192.168.1.1. Lalu akan muncul tampilan
seperti dibawah ini dan dari WebBox inilah kita bisa konfigurasi lebih lanjut, diantaranya kita bisa download

Winbox yang telah disediakan.

@ rrikrotik routeros = administration - Mozila Firefox (== ES
Eile Edit Wiew Hiskory Bookmarks Toaols Help
- s L0 | peepeiiezaesaay vy o~ |28~ y.
_J mikrotik routeros > administration -
‘r" D 'r webbox 2.9.51 login:
winbowx is the graphlcal N— This is a web based
configuratigp.aoo an for configuration interface for
RouterDs | Download it yrun it RouterO=, Log in above ta
and conned g olter - connect to this router - saome
all RouterDs functlonallty can of the most important
bl be controlled with this RouterOs features can be
application. controlled within this
interface.
elnet [ —
Connect with telnet and you e = These graphs shaw vou
will have access to the statistical information about
cormmmand line interface of wour router's interfaces and
Routeros, every function of the traffic that goes through
RouterDs can be controlled therm. Before yvou use
with it. Graphs, you have ta
configure them.
we hawve written mmany Mikrotik, Router0S and the
tutorials, examples and Mikrotik logo are registered
rmanuals for Routeros, all of tradernarks of Mikrotikls SIa.
which are awvailable here on Please read the license
our homepage. If you get
into trouble, vou can always
ask for technical support.
Done =
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Ly

|j mikrotik routeros > administration

winbox i

all Route

Connect
will hawve]
comimany
Routero
Routerc
with it.

e have
tutorials

configuratiog
Routeros.,
and conne

be controlled with this
application,

—

rmanuals

50 | L hetpeiiez.ies..ay

MikroTik

s the araphical

aoolicatio
Download it,
T

roE functionality can

webbox 2.9.51 login:

This is a web based

configuration interface for
FouterdS, Log in above to
connect to this router - some

of the most important

Router0s features can be

controlled within this
interface

Opening winbox, exe

You have chosen to open

~ winbox.exe

which is a: Binary File

from: http:/f192.168.1.1
what should Firefox do with this File®

(™) FlashGok

-

Save File

[] Do this autamatically Far Files like this From now on.

[ Save

ile ] [ Cancel I

out

igh

he

T =TT
which are available here on
our homepage, If you get

into trouble, vou can always

T TTET

TF T s S1A.
Please read the license

m

Lakukan download Winbox tersebut dan simpan di Local harddisk kita, lalu jalankanlah aplikasi Winbox

tersebut. Selanjutnya setelah muncul tampilan seperti dibawah ini maka selanjutnya kita bisa lakukan browsing

Mikrotik seperti tampilan dibawah ini ataupun dengan cara mengetikkan IP Addres Mikrotik kita : 192.168.1.1.

[E winBox Loader v2.2.13

=l =&

[E winBox Loader v2.2.13

=l =&

Connhect To: ]| J Cornect | EDHHECtTDZ] [J|| Cornect |
Logir: | Logir: |
Paszword: | Paszword: |
Save Save
[~ FKeep Pazsword ¥ Feep Pazsword
[ Secure Mode I:l i
[ Load Previous Session Toals... ¥ Load Previous Session Toals...
Hote: | Hote: |MikroTik
Address | U zer Mote J Address | U zer Mote J
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M inbox Loaderva, 2,13 [S=1EE] = WinBaox Loader v2.2.13 [=l =3
Connect Ta | comest | Connect To: [192.168.1.1 _| u Tl “
Codii MAC Address | IP Address | Identity | Version | Lomes |admin
- O 0C: 2550 22:EF 19216811 MikroTik 2951

Passward: Password: I\
Save |
I~2 Keep Pazzword
WV Secure Mode Bemave |

W Load Pravious Session Tooks... |
Nate: Mote: |Mikn:|T\k
Address Address | User | Mote |

Disini kita juga bisa menyimpan koneksi beserta password-nya agar memudahkan kita Login di waktu

berikutnya. Penyimpanan Account ini hanya disarankan pada pengunaan komputer pribadi...

= admin@192. 162, 1.1 (MikroTik] - WinBox v2,9.51 E=EES
[=2]
Interfaces
“wireless
FPP
Bridas
1P [
Fouting I~
Forts
Queues
Drivers
System =
Files
Log
SNMP
Users
Radius
Tools (s

New Terminal
Telnst
Password
Certificate
Make Supout rif
ISDN Channels

Manusl

Exit

Selanjutnya akan muncul tampilan Winbox seperti diatas dan kita bisa melakukan konfigurasi lebih lanjut. Klik
menu Interface untuk menampilkan Interface LAN Card yang telah kita pasang. Kita berikan nhama “LAN” pada

interface ini, double klik Interface Name “etherl” tersebut dan ganti dengan nama “LAN”.
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e

[ admin@192,168.1.1 (MikroTik]) - WinBox v2.9.51

wireless “Interface List >

oo = 1] (]

Bridge Mame N Teps [MTU |TuRate  |AxRate  [TxPac.. |FAxPac..|

P i R 41 etherl Ethernet 1500 2.1 kbps 3.0 kbpsz 2 4

Routing P
Ports

Oueues

Dirivers

System i
Files

Log

ShMP

Uszers

Radius

Tools ¥
Mew Terminal
Telnet

Pazzword
Certificate

b ake Supout.rif
1SDM Channels
F4 anual

Exit

=

s

E admin@192.168,1.1 (MikroTik) - WinBox v2.9.51

[o][«]

Interfaces
Wireless 1 Interface List ==

s EMIRNEIEINE]

Bridge Rx Rate

|T:-: Pac... |F|H Fac... |

1P 2 i B B

Routing ;3

Poits 1 Interface <etherl= &3

Queues 5
- General | Ethernet  Status | Traffic oK
Drrivers

Systemn [~ Name( I'—-"'\N ] Cancel
Filez Type: |Ethernet Apply

L. 3
g FMTU: [1500 l—IDisabIe

=R MAC Address: | 00:0C: 23:90:22.EF B
Cormmert

Ugers
ARP: |enabled -]
R adius

Tools I3

Mew Terminal

[dizablad [running link ok

Telhet
Paszword
Certificate

b ake S upout.rif
ISDMN Chanrnels
h aral

E =it
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[ofle]

Interfaces
wireless

PFF

Bridge

IP

Fouting

Ports

Queues
Dirivers
Syztem

Files

Log

ShMP

Uszers

Radius

Tools

Mew Terminal
Telnet
Pazsword
Certificate

M ake Supout.nf
ISDM Channels
M aral

E it

[E admin@192, 168,11 (MikroTik) - WinBox v2.9.51

—_| Interface List

|ﬂ|_ vlx] EI

i

Setelah memberi nama Interface LAN, kita selanjutnya memberikan IP Address :

192.168.1.1 pada interface

tersebut. Dari Winbox, kita pilih menu “I1P” -> “Addresses”.
(@ admin@1o2.168.1.1 (MikroTik) - WinBox v2.9.51 5
[=]
Sl 1 Interface List (==
wireless
PF_'P EIBE -;%Le_l |MTU |T:-c Hate |F|:-c Hate |T:-c Pac... IFI:-: F'ac:...|
) Bridge 'R 4i»LAM  Ethernet 1500 2.1 kbps 3.0 kbps 2 4
Routing I Routes
Farts Fool
Oueues ARFP
Drrivers WwHRF
Sypstem s Firewall
Files Socks
Log UPnP
SHMP Traffic Flows
Uszsers ALoccounting
Radius Services
Tools ™ Facking
Mew Terminal Meighbors
T elnet DHS
Fazzword Prosy
Certificate DHCP Client
M ake Supout.rif DHCF Server
ISDM Channels DHCP Relay
I araal Hotspot
E =it Telephony
IPsec

“wieb Proxy
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s

[E admin@®192.162.1.1 (MikroTik) - WinBox »2.9.51

[=][«]

Interfaces

1 Interface List

[#-][=] [~][=

[==]

Wireless

(=]
FPP —

< | Type

| MTL

|T:-: Rate

|F|:-c Fate

Eridge

P

Fouting

Parts

Oueues
Dirivers

Sypstem

Files

Log

SHMP

Uszers

Radius

Tools

Mew Terminal
Telnet
Paszsword
Certificate

b ake Supout.rif
ISDM Channels
b aral

E it

Ethernst

1800 2.2 kbps

3.0 kbpz

|T:-: Pac... iHH Pac... |
2 4

(=)
[+ [2]] =)

fAddress Metwark Broadcast Interface

added by setup

192168.1.0 192.168.1.255 LaM

P 192.168.1.1./24
Ly

Y

Kita lihat IP Address 192.168.1.1/24 merupakan IP address yang kita input dari Setup di Konsol tadi. Oke,

selanjutnya Mikrotik kita Shutdown untuk menambahkan sebuah interface lagi untuk koneksi ke Modem ADSL.

[EH adminmi19z, 162.1.1 (MikroTik) - WinBox «2.9.51

[~>][<]

Interfaces
Wwrireless
PPP
Eridge
IP
Routing
Puorts
Queues
Dirivers

[ Files
Log
SHMPF
Users
Fadius
Tools
Mew Terminal
T elnet
FPazsword
Certificate
bd alee S upout.rif
ISDM Chantels
t araal
E =it

Interface: List

[#-][—] [~][=] [=]

==]

| Marme o | Tupe [MTU |TeRate  |AxAate  |[TxPac.  |[AxPac._ |
R i LM Ethernet 1500 2.2 kbps 3.0 kbps 2 4
"1 Address List
(=] [<][=] [=]
| | Address | Mebmork |Broadcast | Interface |
I % R P DR [ I
ldentity A24  1892.168.1.0 192.168.1.255 Ll
Clock
Fezources
Licensze
Fackages

Auta Upgrade
Logging
History
Consols

Scripks

Scheduler
Wt atchdog
Reboot
l Shutdown I
. LCD
HTF Client
HTF Server
Health
UPs

W &
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Confitrn Shiutdown

Do you want to shutdown’?

ez

Mo

Dari VMWare kita masuk ke menu “Edit Virtual Machine Setting”, kita Add sebuah interface Network

Adapter pada mode Bridge Network.

B mMikrotik 2.9.51 - WMware YWorkstation

Eile Edit Wis WL Team indowes

Sidebar
[ Powered on
a 50 Favorites
51 Mikrotik 2.9.5

o > = | @ @B
X ”

Help

Mikrotikk 2.9.51

[=IE=E

-

State: Powsered of f
Guest OS5 Other
Locaktion: DR Mikrokikh Mikrotik. 2.9.51 . wois
Wersion: wworkstation 5.5 virtual machine

Commands Devices | [ Options I

# Power on this wirkual machine M Merory 256 ME
i €Edit virtual machine settings ) fa Hard Diisk (IDE} 1 EB

(=) CDiDYD (IDE) Auto detect

B} Ensble ACE Features (What is ACE?)

Network Adapter Bridged
Network Adapter 2 Hosk-only

@ sound card Auta detect
Episplay Auto detect
B Processors 1

MNoktes

Type here to enter nokes For this wirtual machine.

m

wirtual Machine Settings

Hardware | options

Drevice Sumrary
B Memory 256 MB
i Hard Disk (IDE) 1 GE
(=) CD/DYD {IDE) Auto detect

adapker ] e
l.ﬁl-.I Sound Card AUk detect
EDisplay Auko detect
% Processors 1

[ Add., ] [ Remove ]

Device status

@ Zonneck ak power on

Metwork conneckion

@) gridged: Connected directly ta the physical netwark,

[ replicate physical nektwork connection state

() MAT: Used to share the host's IP address

() Host-only: & private network shared with the host

() Cuskorn: Specific virtual network,

0 fdefault Bridased?

J [

Cancel Help
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[

Wirtual Machine Settings

Hardware | Options |

Dievice SumMmary Device skakus
P Memary 256 ME B 2
r h annect a DWEN QN
i Hard Disk (IDE) 1GE R
(=) CD{DWD (IDE Auta detect
\3/CD/ LDE) " Mebwork connection
Mek . Bdapter Bridged
@) sound Card Auko dekeck (@ Bridged: Connected directly ko the physical netwaork
E_DiSF'Lﬂ‘:-" Auto detect [T replicate physical network connection state
& Processors 1 .
I MAT: Used to share the host's IP address
() Hosk-only: & private network shared with the host
171 Cuskom: Specific virtual netwark,
Add.. ] Remowve
[ (8] 4 ] l Zancel ] [ Help ]
Add Hardveare Wizard [E35]| | Add Harchware Wizard =]
Hardware Type Metwork Adapter Type
what bype of hardware do you wark to install? hat bype of network adapker do vou want ta add?
Hardware Explanation Nestwork connection
ey Hard Disk add a network adapter, E§| Bridged: Connected directly ko the physical network! ]
(=)CDIDvD Drive [ Replicate physical network connection state
B Fiopay Drlve () MAT: Used ta share the hast's IP address
l£'_- Sound Card (71 Host-anby: & private netwark shared with the host
@58 Controller (7 Cuskam: Specific virtal netwarlk:
@Serial Pork
@Parallel Port
@Generic S5 Device
Device status
|Z| Conneck at power on
Back | [ [exk = ] [ Cancel [ < Back. ] [ Firish ] [ Cancel
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wirtual Machine Settings =]

[ Hardware | Cpkions

Device Summary Device status

B Memory 256 MB J' i_onnected
le—iHard Disk (IDE} 1 GE V| Connect ak power an
(=) CD/DYD (IDE} Auto detect

Metwork conneckion

pter_

e

Bridged
ToEE @) Bridged: Connected directly to the physical network,

7 AT qeteet Replicate phwsical network connection stake
B oisplay Auto detect
B Frocessors 1 I MNAT: Used to share the host's IP address
Host-only: & private netwaorl shared with the host
Custom: Specific virtual network,
add... | | Remowve

| =] 4 | | Cancel | | Help |

Setelah network adapter selesai kita buat, selanjutnya kita jalankan / kita hidupkan lagi Mikrotik kita.

@) Mikrotik 2.9.51 - VMuware Waorkstation [=1=]

File Edit ‘ew WM Team ‘Windows Help
snpe oGl DEas DEE &%
R o AEcHes

a [p Powered On
Mikrotik 2.9.2

) it MikroTik Login: admin

ey Passuord:

4 ) Favorites

MMM MMM KKK TTTTTTTTTITT KEK

MMMM MMMM KKK TTTTITTITITTT KEK

MMM MMMHM MMM III KKK KKK RERRRR oooooo ITT IIT KKK KEK
MMM HMH MMM TIII KEKKKEK RRE RRR 000 000 ITT IIT KEKEK
MMH MMM III KKK KKK RERRRR ooo 000 ITT IIT KEK KKK
MMM MMM III KKK KKK RRER RRR oooooo ITT IIT KEK KKK

MikroTik RouterOS 2.9.51 (c) 1999-2088 http: s uww._mikrotik.con-

Terminal linux detected, using multiline input mode
[admin@MikroTik]l > _

To direct input ko this WM, click inside or press Ctrl+G.
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Selanjutnya kita lihat interface Mikrotik kita sudah ada “ether2” yang baru kita pasangkan, ganti nama

interface ini dengan nama “SPEEDY”.

= admin@192,168.1.1 (MikroTik) - WinBox v2,9.51 (== Ed

oll=] e

Interf
el 1 Interface List S

[#-|[=] [=][]
/ |T}lpe | MTL | T=Rate | T# Pac... |F|H Pac... |

Ethernet 1500 2.4 kbps oy
Ethernet 1500 0 bps a

Wireless
FFP

Bridge
P P
Routing iz

i}

Ports

Oueues

Dirivers

System f
Files

Log

SHKP

Uszers
Hadius
Tools [

Mew Terminal
Telnet
Paszswaord
Certificate

b ake Supaout.rif
ISDM Channels
bl araal

E xit

o

[H admin@192.168.1.1 (MikroTik) - WinBox v2.9.51

[=][«]

Irterf.
Al 1 Interface List:
Wireless —_— —
o +-|[=] [][%]
Bridas |Name 4 |T_l,lpe |MTLI |TH Fate |FA= Rate |TH Pac... |F|H F'ac...|
d R e LA Ethernet 1500 5.8 kbps 7.1 kbpsz E g
Routing i
Ports 1 Interface <ether2> B
Queues
General | Ethermet | Status | Traffic
i |
Siister 8 Namef{|SPEEDY | |ﬂ|
Filez Tywpe: | Ethernet Apply
L :
ag FTU: [1500 I—IDisabIe
=HnE MAC Address: | 00:0C: 25:90:22.F9 B
Cornrmett
Uszers
: ARP: |enabled |
Radius
Tools [
Mew Terminal

|di9at-|eu:|

[rumning ik, ok

Telnet
Password
Certificate

b ake S upout.rif
1SDM Channels
M aral

Exit
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Langkah selanjutnya adalah kita berikan
192.168.10.10/24.

IP Address pada interface Speedy dengan

IP Address

E admin@192. 1562, 1.1 (MikroTik) - YWinBox v2.9.51

[=][=]

nlEnates 1 Interface List ==

wireless —

- [#~|[=] [~][=]

Eridge |Name £ |Type |MTLI |T:-c Fate iHH Fate |TH Fac... |F|H F'ac:...|

R 45 LAK Ethernet 1500 2.4 kbp= 3.0 kbps 2 4

I ||R  «»SPEEDY  Ethemet 1600 0 bps 0 bps n a

Routing i3

= () =] [~][=] [=]

DiNpEs |Address s | MNetworlk | Broadcast | Interface |

Sypstem I ;2 added by zetup

Files = 1392.1658.1.1/24 192.1658.1.0 192.168.1.255 LM

Log

SMHEF

Users

Radius

Tools I

Mew Terminal

Telnet

Fassword

Certificate

kM ake Supaut_rif
ISDM Channels
M anual

E =it

H admin@192.162.1.1 (MikraTik) - WinBox »2.9.51

5|«

el es ] Interface List [==]
Wireless
FEP st |_='_| |_Q/_| D@.‘; |:|
Cdes | Mame ¢ iType | MTU |T:-c FHate iFh-c Rate |T=Pac.. |BxPac._|

gl R 45 LAM Ethernest 1500 2.4 kbps 2.0 kbps 2 4
IP (i 1] 4+ SPEEDY Ethernet 1500 0 bps Obps u] 1]
Fouting I
Porte 1 AddressiList
Queues 7 = -
Lo +] -] [~][=] [=]

|.t'-\ddless | Metwork, | Broadcast | Interface |
Swztem I ;added by setup
Files P 192.168.1.1/24 192.168.1.0 192.168.1.285 LAM
Log
SHMP 1 Mewr Address
Uszers Ok
Fadius Metwark: |_| Cancel
Tool: 2
Broadcast: |_| Apply

Mew T erminal
Telnst IntEIface:" SPEEDY i !I Disable
Certificate

b ake Supout.rif
1SDMN Channels
b anual

Exit

dizabled
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Selanjutnya kita masukkan IP DNS Speedy dari Winbox, lalu pilih menu “IP” -> “DNS”.
[ admin@ 192,168, 1.1 {(MikroTik) - WinBox v2.9.51 ==Es
[=][] meE

Interfaces " address List B3 | O interface List

= TE e =t S
v =] (o) [ (][] [][2] [
: |Address /| Wetwark, Broadcast |Mame ‘ |Type [MTU |TxRate  |RxRate |TxPac.. FAxPac |
Bridge [ 3 | R «laN Ethemet 1500 25 kbps 3.1 kbps 4
Raae R #SPEEDY Ethemet 1500 0 bps Obpe 0 ]

Foing Routes

Fart: Poal

Cueu ARP

Crrivers YRRP

System Firewall

Files Saocks

Log UPnFP

SHMP Traffic Flow

Uszers Arccounting

Fiadiuz Services

Tools Packing

Mews Terminal Meighbors

Telnet |—

Pazsword Prozy

Certificate DHCF Client

Make Supout.rif DHCP Server

ISDM Channels DHCF Relay

Manual Hotzpat

E=it Telephaony

IPsec
‘web Prosy

[E admin@102.168.1.1 (MikroTild) - WinBox v2.0.51

(][]

=EEE
i

Interfaces
Wireless

FFP

Bridge

IP

Roaouting

Ports

Queuss
Drivers
System

Files

Lag

SMMP

Users

R adius

Toolz

Mew Terminal
Telnet
Password
Certificate
Make Supout.rif
ISDM Channels
Manual

Exit

] Address List

[+][=] [][x]

1 Interface List

= [v][=] 2]

2]

|Address i,

= 192.168.10.10/24

| .0 el AT
192168100 19216810286 SPEEDY R

Hetwark, Ernadcast | Mame ¢ |Twpe  [MTU  |TxRate

|Hx Fate

iTx Pac...

[Rx Pac:...|

R ealaN Ethernet

+#SPEEDY  Ethernet

1500 2.5 kbps
1500 0 bps

1 Bhis

Static | Cache

= )

|Name 4 IAddress

[==]

[TTL

"1 DNS Settings

Primary DMNS: [

3.1 kbps
0 bps

2
]

4
1)

Seconday DMS: !'v"|202.1 34.0158

I Allow Remate Aequests

Cache Size: I2D48 Kig

Cache Used: [17 ki
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Selanjutnya kita NAT dari Webbox -> Firewall. Tujuan atau maksud pengaturan NAT ini adalah mengatur
Interface Mikrotik sebagai Network Address Tranlastor sehingga IP Address LAN dapat mengakses IP Address
WAN / Internet. Memang kita bisa setting dari Winbox, tapi dari WebBox ini sangat lebih mudah, khususnya

bagi Newbie.

& mMozilla Firefos
Eile Edit Wiew Histary Bookmarks Tools  Help
[ E = c x LW | |j | htep: 192,165, 1. 1 /cfgrpage=FirewallaFirewall=Firewall ﬁ g | |—-E_' v| Google pl

&2 (2 unread) vahoo! Mail, progeelzo... I'_i'J

MikroTsk

& yogyafree-perjuangan : Pending . | | | ] http://192.168. .wall=Firewall [E3 I - I -

Firewall

FPublic interface: [sreEeoy [=]

Frotaect router:
Frotect customer:
AT

Apply

System
Interface

—
Firew all

]

Foutes

SimpleQueues
PPFPOE
RegTable
Accesslist
DHCP Sarver
Upgrade

Logout

Done E
Selanjutnya kita setting “IP” -> “Routes”.
[ admin@192,168. 1.1 (MikroTik) - WinBos ¥2.9.51 [SE=ES
me
Infetaces 1 Adclress List [22] | = miterface List
wiser =] [l [3:][] [][]

a | |Address 4 |Network Broadcast |Interface | | Hame o | Type |MTU TxRate  |FxFRate |Tx Fac... |Fh4 Fac... |
— B b 19216810 1921681255 LN E ‘E’EEEEDY E::eme: Egg EE e g:: i 0 0
. NIT e /24 192168100 19216810255 SPEEDY i e P *

outing

Ports Fool
Queues ARP
Drivers YRRP
Syztem I~ Firewall
Files Socks
Log UPnP
SHMP Traffic Flow
Uszers Accounting
Radius Services
Tools " Packing
Mew Terminal Meighbors
Telnet DNS
Password Frozy
Certificate DHCP Client
fake Supout. rif DHCP Server
1SDM Channels DHCF Relay
tanual Hotspaot
Exit Telephany
IPsec

‘wieh Prowy
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& admin@192.168.1.1 (MikraTik] - WinBox v2.9.51
[=][«] mE
Interfaces = iddress List (2] | T interface List
Wireless i e e [ =l [ el Wil roeed
=] 2|5 = =] || 5| |E
L D EEEIE B CElEEE |
- |Address 3 |Netw0rk |Broadcast |Interface | |Name /| Type |MTU |TxRate |RxRate |TxPac. |Rx F'ac:...l
tiidde 7 added by setup R ¢pLAN  Ethemet 1500 56kbps 5.3 kbps 5 8
P I 19216811424 1921681.0 192168.1.2856  LaW R «#SPEEDY  Ethemet 1500 0bps Obps 0 0
§ 1921681010424 192168.10.0 192168102585 SPEEDY
Fouting i
A 1 Route List =
Queues Fiiiie | .
Drrivers
= S @-] [ [ i
il | Diestination | Gateway |Pref. Source | Distance !Interface |Roting Mark
e DAC 1921681 0/24 19216811 0 LAN
Log Dal 19216810024 1921681010 0 SPEEDY
SHMP
Users

R adius

Tools

Mew Terminal
Telnet
Password
Certificate
Make Supout.rif
ISDM Channels
Maral

Exit

Pada menu Routes kita klik symbol Plus ( New Route ) lalu pada kolom input “Gateway” kita isikan dengan IP

Addess Modem ADSL kita, yaitu IP : 192.168.10.1.

[E admin@132,168, 1.1 (MikroTik) - WinBox v2,9.51

BE .
Interfaces 1 Aderess List [E2] | T 1nterface List
Wireless P B o] [ el ol | el 1
v N[ [o]s] [ =] 1] ]

: |Address | Metwark |Broadcast ilnterface | |Name ¢ | Type IMTU |TxRate |RxRate |TxPac. |Rx F'ac:...!
Bridge .; added by setup R ebLeN Ethemet 1500 41 kbps 4.2 kbps 4 E
P I 1921681.1/24 19216810 1921681.255  LAM R 4#SPEEDY  Ethemet 1500 0 bps 0 bpz ] 0

) R192.168.10.10424 192168.10.0 192168.10.255 SPEEDY
Routing -
Ports T Rolite List [z=]
Hietes Foutes | Fules
Drivers
Sva S [ 2= ERE L

s e G "1 Mew Route 3]
files S
Log DAC :192'158'1'0 0/24 Gered | tiutes P Gateway diskencan | [_0¢_|

B Destination: [00.0.070 IP Address Modern ADSL. ,—|
SHMP estination: |0.0.0. s Cancel
Uers Gateway:“192.188.10.1 |f( a Apply
R adius :
. Check Gateway: | » Disable
Toolz ;
Diigtance: | hd
Mews Terminal : I255 Eoiniment
cope:
Telnet Copy
Password Target Scope: I‘ID
Certificate Mark: | -
Make Supout.rif
Pref. Source: | >
ISDM Channels
WManual Type: Iunic:ast j
Exit Interface: |

[dizabled
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Dan hasilnya seperti pada gambar dibawah ini :
[ admin®192.168.1.1 (MikroTik) - WinBox v2.9.51 ===
[o][«] me
Interfaces ™ &ddress List [E2] | T 1nterface List [=]
Wireless ] [l e ] o] e ]
+| =] ||| =] (|| 82| =
v N[ [o][) B EeEnlE |
. | sddress | Metwork |Broadcast [Interiace | | Mame /|Twpe  |MTU  |TxRate  |RwRate | TwPac.. RxPac.|
Biidae 2 added by setup R eslaN Ethemet 1500 25 kbps 4.2 kbps 2
1=} I 19216311424 19216810 1921B8.1.255 Lam R +#SPEEDY  Ethernet 1500 1141 bps  Obps 2 0
= T 192162.10.10/24 192168.10.0 132168.10.2585 SPEEDY
Routing f
N 1 Route List
Queues By | e
Dirivers —
o += ] T &
Files |Destinati0n /| Gateway |F'ref. Source |Distance |Interfac:e | Routing Mark
A5 pOO00A {igzi68107]) 1 SFEEDY
Log DAC = 192.168.1.0/24 192.168.1.1 0 LAN
SHMP DAC P 132.168.10.0/24 192.168.10.10 0 SPEEDY
Users
Fadius
Toolz
Mew Terminal
Telnet
Password
Certificate
Make Supout.rif

ISDM Channels
Manual

Exit

= admin@192.168.1.1 (MikraTik) - WinBox +2.9.51 [=l[EEs
E m&
Interfaces ™ Aderess List [E=]| 2 1nterface List
= TEL EEEL T —
vises N[ [l [ =] 1] ]
- |Adl_:|ress. =t Netw.o_rk Broadc M.aﬁf—_l- |Name /| Type [MTU |TxRate |RxRate |TxPac. |Rx F'ac:...l
Bridge . e=ia2ies | 19218810 31255 BN llR esLeN Ethermet 1500 25 kbps  3.0kbps 2 4
I- = | s 24 192168100 192.168.10.285 SPEEDY R 4#SPEEDY  Ethemet 1500 0 bps 0 bpz 0 0
Fouting I Routes
Farts Pool [£5]
Queues ARP
Drivers YRRP all ot
el 5 |Pref. Source | Distance | Interface | Routing Mark
Filess Socks | ahl 1 SPEEDY |
Log e iR 0spEeDy
SHMP Traffic Flow
Users Accounting
R adius Services
Tools ¥ Packing
Mew Terminal Neighbors
Telnet DMS
Pazzword Prosy
Certificate DHCP Client
Make Supout.rif DHCP Server
ISDN Channels DHCP Relay
Manual Hotspat
Exit Telephaony
IPzec

Wwieh Prasy
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Selanjutnya kita cek setting “Firewall” -> “NAT”. Setting ini telah kita lakukan dari WebBox.

||

Interfaces
Wireless

PPP

Bridge

IP +
Routing I*
Farts

Queuss

Drivers

System i
Filess

Log

SHMP

Users

R adius

Toolz [
Mews Terminal
Telnet

Paszword
Certificate

Make Supout.rif
ISDM Channels
Marual

Exit

[E admin@192.168.1.1 (MkroTik) - WinBox v2.9.51

BEEY

| Ji

] &
+ v % |@
Address RS |Broadcast

<a1921681.1/24 19216810 1921681.255
5192168.1010/24 192168100 192.16810.255

LAN
SPEEDY

[E=]

|Interface |

]
¥+

= |

| [Name
R LA
R 4#SPEEDY

=

jF!x Rate
5.1 kbps 4
0 bpz i)

[MTU [T Rate
1500 4.3 kbps
1500 0 bps

jTPDE
Ethernet
Ethernet

[TuPsc... |RuPac... |

[2=]

3
0

+

# Action Chain Src. Address | Src. Port

Filter Rules ' Mangle Service Ports  Connections  Address Lists

(71| | 00 Reset Counters || 00 Reset All Counters

In. Inter...| Dst. Address | Dst. Port

D_Li't\.‘lnt... Froto... Bytes Packets

it

srchat

SPEEDY 4B

Jika kita lakukan setting dari Winbox, maka settingnya seperti pada gambar dibawabh ini.

||

Interfaces
Wireless

PPP

Bridge

IP +
Routing I*
Farts

Queuss

Drivers

System i
Filess

Log

SHMP

Users

R adius

Toolz [
Mews Terminal
Telnet

Paszword
Certificate

Make Supout.rif
ISDM Channels
Marual

Exit

[E admin@192.168.1.1 (MkroTik) - WinBox v2.9.51

BEEY

| Ji

] &
d = v % O

Address Network : Broadcast
R192168.1.1/24  192168.1.0  192168.1.2585  LAN

P 1921681010424 192168.10.0 192168.10.255 SPEEDY

|Interface |

=]
[Rx Rate

8.4 kbps
0 bpz

[MTU [T Rate
1500 7.6 kbps
1500 0 bps

jTPDE
Ethernet
Ethernet

[TuPsc... [RuPac...||

L

Advanced Ewtra Action  Statistics

R #j5SPEEDY

"1 Mew NAT Rule

General  Advanced ExtraStatistics o

I T

Filter Rules  NAT]
= v

# Action
i =]l masq

' Chain: |srcnat i LJ

Src. Address:
Dst. Address:

Praotocal:

In. Interface:

(Dut. Interface: [ |SPEEDY I '1

Packet Mark:

Connection Mark:

Fiouting Mark:

Connection Type:

(Action: ] masquerade] LJ Iﬂcﬂ

Remove

Apply

[2=]
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Interfaces
Wireless
PPP
Bridge
IP
Fiouting
Forts
Queuss
Drivers
System
Files
Log
SHMP
Users

R adius

& admin@192.168.1.1 (MikraTik] - WinBox v2.9.51
Y|
[2=]
E ne  /[Typs  [MTU  [TxRats [FwRats [TuPac.[RxPac. ||
Eal. 16810 1921681256 g tr LN Ethemet 1500 25 kbps  3.0kbps 2 4
I o 192166.10.10/24 192168100 19216810255 SPEEDY »SPEEDY  Ethemet 1500 0 bps Obps ] ]
-
1 Terminal B3
I MMM julolol FFE TTTTTTTTTTIT FEE
MMM Julololod FFE TTTTTTTTTIT FEE
MMM MMMM MMM III FFE FFE  FRRRRR oooooo TTT IITI FFE EEK
Mmm MM MM ITT FFEEE RERF. FFR 000 000 TTT IIT KK
MM MMM IIT FFE FEEE jaizizizizisy ooo  ooo TTT IIT FFE FEEK
MM MMM IIT KKK EFEEE FRRRE EER oooooo TTT IIT FFE EEK
MikroTik Router08 2.9.51 (o) 1999-2008 http: /S wikrotik. cons
"

Tools

Telnet
Password
Certificate
Make Supout.rif
ISDM Channels
Maral

Exit

Terminal wtl02 detected, using multiline input mode

[aduin@MikroTik] >

Langkah selanjutnya kita lakukan test Ping koneksi dari Winbox -> Terminal. Test Ping juga kita lakukan

untuk menguji koneksi dari PC Client jaringan LAN ke kedua interface Mikrotik maupun ke IP Address Modem.

[E admin@192.162. 1.1 (MikraTik) - WinBox v2.9.51
[ o G
Interfaces ) =] =l
Wireless . —
[ .
PPP —_— : - ol = . .
. | |Address / |Network __|Broadcast ___|Interface | TU_ [TsRate |RxRate
Bridge F192168.1.1/24 192.168.1.0 192168.1.286  LaN | 1500 25 kbps  3.0kbps
P [ | P 19216810.10/24 192168100 13216810255 SPEEDY |f|R  ##SPEEDY  Ethemet 1500 0 bps 0bps
Fiouting [ = 5=
Ports
Queues
Drivers | ; ; ; ; _aII |
System r it Gsteway |Pref. Sowrce | Distance Interface |Routing Mark |
A4S 00000 192168101 1 SPEEDY |
File:s |DAC P 192.168.1.0/24 192.168.1.1 0 LN |
Log |DAC = 132168.10.0/24 192.168.10.10 0 SPEEDY |
l
SNMP
J 1 Terminal
SEI_S = [adwinAMikroTik] e [PiNG e PC Client =
Radius 192.168.1.178 64 byte ping: Ctl=64 time<l ns
Toals I 192.168.1.175 64 byte ping: ttl=64 time=1 s
. 192.168.1.175 64 byte ping: ttl=64 time<l s
Hew Terminal 192.168.1.178 64 byte ping: ttl=64 time=1 ns
Telnet 2 packets transmitted, 4 packets receiwed, 100% packet gain
round-trip minfavg/max = 0/0.5/1 ms .
Passward [aduwin@MikroTik] >{Bing 192.166.10.1) =3 Ping ke Modem ADSL
Certificate 182.1658.10.1 64 byte ping: ttl=1&f time=1 m=a
) 192.168.10.1 64 byte ping: ttl=125 time<l s
Make Supout.if 192.165.10.1 64 byte ping: ttl=128 time<l ms
1SDM Channels 3 packets transmitted, 3 packets receiwed, 0% packet loss =
M | round-trip nindavg/max = 0/0.3/1 ns
el [adnin@MikroTik] > 4
Exit P
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Selanjutnya kita dapat mengunakan menu “Tools” -> “Torch” untuk Trafik / lalu lintas data jaringan kita yang

leintasi Mikrotik....

[EH admin@192.162. 1.1 (MikraTik) - WinBox v2.9.51

[=][«]

Interfaces
Wwireless
FPP
Eridge
IP
Routing
Farts
Queues
Dirivers
Swpstem
Files
Log
SHMP
Users

R adius

Mew

Telnet
Password
Cerlificate
Make Supout rif
ISDM Channels

[

Manual

Exit MALC Server
Graphing
IP Scan
Pirng Speed
Flood Fing

1 address List

[#][=] [~][=]

=Sl | T interface List

i EElnniE

|Address ’ | M etwork

|Broadeast |Interface | [Narme o |Tepe  [MTU [Tz Rate

|AxFate | TxPac

P 192168.1.1/24

192.168.1.0
=" 192.168.10.10/24 192.168.10.0 192.168.10.255

192.168.1.265 Lam R

SPEEDY ]

4irLan Ethemet 1500 2.5 kbps

1500 0 bps

4}#SPEEDY  Ethernet

3.0 kbps
0bps o

A% Pac
2

Ping
MALC Ping
Traceroute
Bandwidth Test
ETest Server
Traffic konitor
Packet Sniffer

Metwatch

[o][e]

admin@®192.168.1.1 (MikraTik} - WinBo_x-v2_'.93.!_51-

Interfaces "1 hddress List BRI | 3 mnterface it

- |&ddress 7 | Network | Broadcast !Interface | |Name 4 |Ty|:e |MTU | T Rate |HH Rate iTx Pac... |RxPac..|
Bridge R1921681.1/24 19216810 192168.1.255  LAN R #sLaN Ethernet 1500 2.5kbps 4.5 kbps 2 g
P P 192.168.10.10/24 192.168.10.0 192.168.10.255 SPEEDY R ##SPEEDY  Ethemnst 1500 0 bps 1457 bps 1] 2
Fiouting
Ports 1 Tarch B3]
Hueues = Basic ~ Filters [ Start
Drivers Inteiface] Sic. Address: [0.0.0.0/0 : S
Systern A Dst. Address: [0.0.00/0 |—|C|Dse
B - Collect Protocol: [any e
Lag W Sic. Address W Protacal
SHMP V¥ Dst Address v Port Fort Iany j
Ussts [Et.. 2 |F'rot... |Src. Address |Src. Fort IDSL Address iDst. Fort |Tx Rate |RxRate |Tx Pack... |FE:-: F'ack...| —
R adius
Tools
Mew Terrminal
Telnet
Paszzword
Certificate
I ake Supout.rif
I1SDM Channels
M anual
Exit

|Total T« 0 bps |T0tal Fi=: O bps |T0tal T Packet 0 ITotaI Fx Packet: 0
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[H admin@192.162. 1.1 (MikroTik) - WinBox v2,.9.51

|| o |

Interfaces ’E
wireless
FFP = | ! : | = ; : | :

ress ¢ | Metwork | Broadcast :Interfga_c_e_| | (T |TwFRate |AxFate |T=Pac. |Fh4 Pac... !
Bridge F192168.1.1/24  192168.1.0 1921681.2585  LaN Ethernet 1500 9.4 kbps  10.3 kbps 7 13
P [ T 192168.10.10/24 192168.10.0 19216810285 SPEEDY R «#»SPEEDY Ethemnet 1500 592 bps 2.0 kbps 1 3
Fiouting [
Ports 1 Tarch (running) &
Queues ~ Basic = Filkers Start
Drivers Intertsce: [T ~| s Address: [0.0.0.0/0 Stop
System i3 .

Entry Timeaut: IDD:DD:‘ID z  Dst Address: ID.D.D.DJD
Files Sl

~ Collect Protocol: [any =1
Log ¥ Src. Address ¥ Pratacol
SMMP ¥ Dst Address ¥ Part Biot Ian“" LI
Users |Et... s |F'r0t... | Src. Address |Src:. Fort IDst. Address !Dst. Fort !Tx Rate |Hx Rate iTx Pack... in Pack...|
R adius Ofip]  Glcp) 1921681178 1086 192.168.1.1 8291 [winbow) 84 kbps 7.2 kbps [ 10
T ook I Ofip] 1 fic.. 192.168.1.2 192.168.10.1 480bps 480 bps 1 1

005 Ofipl 17 [. 1921681.178 1045 202134110 53 [dns] Obps 52 bps 1} ]
Mew Terminal Ofipl  17[. 192168.1.178 1045 202134.0155 53 [dns) 0bps 92 bps 1} 1]
Telnet Ofipl  17[. 1921681178 138 [netbios-d.. 192.168.1.255 Obps E10bps 1} ]
Ofipl  17[. 1921681178 137 [netbios-ns] 192.168.1.255 Obps 624 bps 1} 1

Pazsward
Certificate
Make Supout.rif
ISDN Channels
Manual
Exit

|Tatal T=: 8.9 kbpz !Tntal Fix 9.1 kbps !Tntal Tu Packet: 7 ETntaI R« Packet: 12
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BAB 5
MANAGING USER MIKROTIK

Tentang Firewall Mikrotik

Pengaturan User dalam Mikrotik sangat mudah, akses ke Mikrotik dapat dari IP Address mana saja maupun
dari IP Address tertentu saja. Pengaturan atau Rule-nya dibagi menjadi Full Akses, Read only dan write only.

Manajemen User ini

= odmin@e0sC:29-E3:4E-96 {MikroTik) - WinBox v2.9.51

Interfaces

Wirsless
Users Groups @ Active Users  SSH Keys
FRP

- = = v x O ARA

Bridge

E Name Group _ Alowed Addr._
Routing

FPorts

Cusuess Mame: |nsthan

Drivers Group: [full -

System
= Allowed Address: ff,'t‘je Apphy
nes

Log Digabls

SNMP Comment

Users

Radius
Remove

Tools =

Mew Termminal Password...

st disablad

FPassword

Certificate

Make Supout.rif

ISDN Channels

Manual

Exit

= odmian@O0-C-29-E3-4E-96 (MikroTik) - WinBox w2.9.51

o

Interfaces
Wireless
FFF

Users Groups Active Users SSH Keys
= = o x M/ LV

Mame Group Allowed Addr.._
b 3dmin Fuill
NS e Rl

Bridge
P
Routing

Forts Bl User <nathan>

CQueues

i Mame: [nathan DK
Drivers
Sietiorn Group: [full - Cancel
Files Allowed Address: [0.0.0.0.0
Lo

.
SHMP —
Users Bl User <nathan> Password

Radius Mew Password: || Copy

S
Mew Teminal

Telnet
disabled

Password
Certificate
Malke Supout nf
ISDM Channels
Manual

Exit
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BAB 6
KONFIGURASI MIKROTIK VPN SERVER

Dalam pembuatan Mikrotik VPN Server ini, tahapan-tahapan yang akan kita lakukan, yaitu :

1. Step Mengaktifkan Fitur PPTP Server.
2. Step Membuat Interface PPTP in.
3. Step Membuat Authenticated User / VPN User.

Langkah — langkah pertama untuk membuat VPN Server Mikrotik adalah dari Winbox lalu masuk ke menu

PPP, lihat gambar dibawah ini :

& admin@®202,162,202.98 (MikroTik-Bhirawa-RB450) - WinBox 3,10 on RB4SQ (mipshe)

o o v Hi

Interfaces T Interface L
i Intetace | Ethemet | EolP Tumnel 1P Tus
Bridge
2] [=] [¥] Broadoast

. . Type i o~ z =
[zl I b L | ¢ o 1 | [ | 168

4o 2tpein L2TP 5e...
Routing o (8 : B :_%-192.1&&313'_1?5 _ 192.-'-188'88'”?
Farts . 4 192
Qlevss e | 1P ke LAN Bhitswa
"H' < a'n‘S : P U 9192 168.35.254/24  192.168.85.0 192.168.88.255

Drivers nueanS e | IP ke Wili Musanet
System i t :] ——
Files St
55 Interface |PPP|‘JE Sewers Secrets Profiles Achvetmnactlons
SHMP o i:_ | | 2|2 |£| ﬁf | PP Server | L2TP Server || OVPN Sewver |
Users |45 P 000 [Name /| Type Me JRx _ [TxPac.. TRx Pac...

Dari menu PPP -> Interface, buatlah 1 buah interface PPTP Server.

= admln@ZDZ 162,202,958 (MikroTik-Bhirawa-RE<450) - WinBox »3.10 on RE450 (mipsbe) == Es

I [w| Hide Passwords B (&)

Interfaces
wirsless

Bridge

PPP

P iz
Fouting ~

| Broadcast | Interface

lanZadsl-mode.
PRtp-ind

Ethernet

Parts 192.168.88.255 | lanZadsl-rode.
2 IP ke LaN Bhir

=7 192.168 EIEE 254/24 192168.868.0 192.168.88.255 lanlbhi

1P L ifi Musanet

Queues

Diiviis Ethemet

Swstemn i
Files
nicitace ) PEFoE Servers  Secrets | Profiles | Active Connections

;I-JI--II’

[ MName

Log
SHKP

Users

| [e=a] [ | PPTP server || L2TP semver || ovPr server | [Eind
[TxPac... [Ax Pac... |

[l

Radius
Tools ™~

Mew Terminal

Telnst
Password
Certificates
Make Supout rif
b arwal

Exit

Awug/29/2003 3

2 items out of 7
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I

[E admin@202.162.202,98 (MikrDTik-Bhirawa-RB_450) - WinBox v3,10 on RE450 (mipsbe)

Interfaces
wireless

Eridge

FFF

IP I=
Routing I
Forts

Queues

Drrivers

Systemn P
Files

Log

SHMP

Users

Fiadius

Toals I
Mew Terminal
Telnet

Pazsword
Certificates

Make Supout. rif
M anual

E it

[ Hide Passwords B {7

Foutes | Rule:

[#][=] [=

1 BRE

Interface IPPPDE Servers  Secrets Profiles Active Connections

IDES[IH&[ID
A5 FO000
DAC P 19214
DaC 20214

|?JE! LE_! L?_! i FFTF Server ” L2TF Server || OYFHM Server |

—1 Interface List T address List
| g
Interface | Ethjnet EolP Turrel IP Tu | &= li' | o zl |E|| | T
| kg [i| |\-_” 2 || | ?| |Address + [Network Eroadcast Interface [+
o AT | ¥ ADSL MODEM
1 5 : 97 168 TR P
oD Bt B AL 1921681 lahzadsl-mode.
1, a = 1
Heelanibi; Ethcinet. | B .88.251/24 |192168.880 192168.88.255 | [an3adsimode
e #i*lanZadsl-modem-1 Ethernet IP ke L&N Ehirawa
= H 2adsl-modem-2 E ot .
= :;N;Ez’ds' modemd, |E oo R192.168.88.254/24  192.168.88.0 192.168.88.255  lanlbhi
fF! ¢;?Ia;'15nusanel élher;él salErkewifiHusanet
’ : 0202 162.202.98/26 202162 202 64 02162202127 lanGnuzanet
:l Route: List

|Na_me * |Type ~

|Tx |HH |Tx Pac... |Rx Pa

{5 pptp-int PPTF Server ) 430bps 480 bps 1

1 Log

Augs/29/2009 4
Aug/29/2003 3
Aug/29/2008 4
Aug/29/2003 3
Augf29/2003 4
Augs29/2003 3
Aug/29/2008 4
Aug/29/2003 3
Aug/29/2009 4
Aug/29/2003 3
Aug/29/2003 3

T Interface <pptp-inls

General | Status | Traffic

Canicel

Type: ﬁ:'F'TF' Server

Uszer E wpnl

Apply

j | disabled

|Status: disco...

Selanjutnya kita aktifkan fitur PPTP Server dengan memberikan Checkmark “ENABLED”.

Interffaces
wireless

Eridge

PPP

P r
Routing r
Ports

Queues

Crrivers

System r
Files

Log

SMMP

Users

Radius

Tools I
Mew Teminal
Telnet

Pagsword
Certificates

Make Supout. sif
M ariual

Exit

[EH admin@202.162.202.98 (MkroTik-Bhirawa-RE4S0) - WinBox v3.10 on RE450 (mipsbe)

I Hide Passwords [ (7]

EalF Turnel [P Tuf|

| [=] [¥]

5 1P ke LAN Bhitawa
5P 192.168.88.254/24
2P ke \Wifi Musanet

192.168.85.0 192.168.88.255 lanlbhi

| Destinatig
AS P 000J
DAC P 132.1¢
DAC P 19218

Interface : PPPcE Servers Secrets Profiles  Active Connections
I+v|| | | o || | iC]I l?, L2TP Server || OVPN Server |
| [Tx [Fx [TuPac... [Rx Pac...|

480 bps

| Marne ’ !Typs

R “-&pptp-inl FPPTF Server 480 bps 1 1

1 PPTP Server

Man MTU: (1460
Max MRU: |1
MRRU: |
Keepalive Timeout: |

Default Profile:
- Authentication

2 ibems out of 7
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Langkah selanjutnya kita buat sebuah Account User yang di authentikasi untuk koneksi ke
VPN Server kita.

[E admin@202. 162,202,958 (MikroTik-Ehirawa RE4S0) - WinBox v3.10 on RB4S0 (mipsbe)
[=][=] | Hids Passwords B ()
Interfaces
wirsless ;
Interface | Ethemel | EclP Tunnel | 1P Tus
Eridge e e
= [#=][=] [~][z
|Mame
= Ty 4o Rtpint
Routing i3 R 4i*lanlbhi
¥ 455
Ports 7 o oLl
Queues 4 22 IP ke LAM Bhirawa
R 4lslans v 4192168.88.254/24 192168880 192168.88.255  lanlbhi
Drivers ¥+ lantnusanel - 1P ke Wifi Musanet
System -3 route List
i = =]
Files Foutes |F!u1==
Lug I 1T
[][=] ] S
SNMP e F |
u 3 ID;%%’S% [Local Address | Remote Addi v
sers 25 .0.0, |Loce -
Hadios DAC P 19214 1892168.88.176 1921 77
DAC P 192,14
Tools P
MNew Terminal m =
Telnet FTE PR R _DK
{R[=} o
Rosanard Aug/29/2009 4 I :
Certificates #ug/28/2009 3 Interim Update: | 13 Apply
Make Supout.fif Aug/23/2009 3 .
2Rk Aug/28/2003 4 ——
M anual Aug/29/2009 3 Ernt |
it Augs23/2008 3
#ug/23/2009 3 {(_Localaddress: 19216888176 Ja Copy
£ug/23/2009 3
Aug/29/2009 3 (Femole Addiess. 19216888177}~ E Remove
Aug#29/2008 3 =
Rowtess | | w
UimitByteslre | | =
LimitBytesOuwt | |w

<| = _——
1 item (1 seld
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BAB 7
KONFIGURASI MIKROTIK VPN CLIENT

Setelah Mikrotik VPN Server telah selesai kita buat dan berfungsi dengan baik, maka selanjutnya kita akan
melakukan konfigurasi Mikrotik VPN Client. Tahapan yang harus kita lakukan ada 2 yaitu :

1. Prepare Dial Out PPPOE Client ( untuk mendapatkan IP Public pada VPN Mikrotik VPN Client kita )

2. Konfigurasi VPN Client / PPTP Client.

Caranya membuat Dial Out PPPoE Client adalah melalui menu Interface lalu pilih Add New Interface

PPPoE Client atau melalui menu PPP Interface lalu pilih Add New Interface PPPoE Client.

® bhirawa@?202.162.202.98 (BHI-RB450) - WinBox v4.5 on RBA50 {mipshe)

[ =] w| Hide Password: B (5

Interfaces M Address List

Wwirelezs il ] ;
+f. | |25 |2 T Fir

Bridge sl e ,

|Address ¢ [Metwork  |Bmadcast  |Interfacs

oF192.168.88.250/24  192.168.88.0 192.168.88.255 L&MEHI

Seitch o 202,162 202.98/26 20216220264 202162202127 MUSAMET

tesh

IP

IPvE [

nterface | PPPoE Servers  Secrets | Profiles | Active Connections

| | = | o . 22| (3] || | PPTP Server || L2TP Server || OWFM Server ; )
. PPP Server |Type [L2MTU |Tx A |TwPac.. |[RxPac. Td¥|
WPLS |l PPP Clisnt FPTF Server 0 bps 0 bps 0 g
Ravting I3 PPTP Server
PPTP Client

Spstem [

L2TP Server
Qusues Infl  L2TF Cliert
Files r OWPM Server

H v Client

Log
Bad (L PPPOE Server
e R PPFOE Clierk

Tools F FH
MNew Termninal :
MetaROUTER

tdake Supoutnf

al

1 iterm out of B

bl anuial

Exit




Membangun VPN dengan Mikrotik PC Router oleh Nathan Gusti Ryan

52

® bhirawa@202.162.202.98 (BHI-RBA50) - WinBox v4.5 on RBA50 {mipsbe)

LSRIRe
B A W Interface List
Wwirelezs F ]
gk A Interface AEthemet EolP Tunnel 1P Tunnel YLA&W  YRRFP  Bonding
Bridge - ‘ — ; | I
PPP el | e —
Switch ECIP Tunnel Tope  [2MTU [Tw  [Ax  [TePac. [APec.. TxDrops RuDr
1P Tunnel Ethernet 1526 0 bpz 0 bps 1] 0 1] C
tesh YLAR Ethernet 1522 14.3kbps 3.4 kbps 4 5 0 C
P - YRRP FRAIETE haied ps 2 ' : :
IPvE [ Py Ethomne = T : -
Bridge L= Ly L Dpz | 1
FPTF Server 0bpz 0 bpz 0 0 0 C
MPLS Riou Mash
WELS dk Wirtual Ethernet
Routing [ ' Btod
| WPLS
Syztem [ Il as
|Dac FPP Server
Hueues pacll PR Client
Files | PPTF Server
Log FPTF Client
- LZTP Server
Radius L2TF Client
Toals [ VPN Server
Mew Terminal OWPN Client
PPPoE Server
MetsROUTER
take Supout.rif [T
td anual DS
Euit Mstreme Dual
;3 items

Selanjutnya pada Option General, kita tentukan Nama Interface PPPoE Client dan menentukan Interface
Ethernet mana yang kita gunakan utk mengakses Modem ADSL Bridge yang telah kita konfigurasi

sebelumnya.

Setelah itu, pada Option Dial Out kita harus memasukkan Username dan Password Speedy kita. Jika
Username dan Password kita benar, begitu kita klik OK maka koneksi akan langsung di lakukan dan selanjutnya

Mikrotik akan mendapatkan IP Public Speedy.
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& bhirawa@202.162.202.98 (BHI-RB450) - WinBox v4.5 on RE450 (mipshe) |

w || | [w Hide Pazsward: B (5

Interfaces nterface List
whireless -

L Interface | Ethernet  EolP Tunnel  |IP Tunnel  %L&AM | YRRP  Bonding
Eridge = 1 1 T

o ; [ |

i o= =1 =] i i i L -
Switch =T Interface 1 2 [ ._.lj:TH__QersD_:H_H D VE_
Mesh R | General | islOut | Status | Traffic 5 u] C
1P ¥ 0 -t Mame: ;.pppoe:-qut'l ._ .
1 L m Type: |[PPPGE Client ppl
MPLS Rou Rade : : R

: L2 MTL: z
System I = bax MAL: | 1480

Dac :
Queues | MBERL: -
Files =
- [[1rtereces EREEm——— |

T |B items

Tools !
Mew Terminal
MetaROUTER
Make Supout.rif
A anual
E =it dizabled | |Status:

3 iterns

T =
® bhirawa@202.162.202.98 (BHI-RBA50) - WinBox v4.5 on RB450 {mipsbe) ! (S e o |

2 1= [v| Hide Passwords (2

Interfaces B A B interface List
whreless 1T .
o Interface | Ethernet  EalP Tunnel 1P Tunnel YLAN  WRRFP Bonding
Eridge 7 |
I‘ 1
FPP Sl _ L
ot . T Drops R v
Meszh | E il C
I L i ot Service: | - [t
arne: -
MPLS Rou +*pd : ' D - t
YPLS [ User: |123456789@telkorn.net id
Routing r Pasaward: ;""”""”"”"
% )
Sylem ';ic Profile: | default *|
Queues |
Files | Dial On Demand
Log [w| Add Default Foute
Uze Peer DMNS
R adiuz _‘_l— ) Scan
i e
Tools | LA
v pap [wl chap

Mews Terminal

v mzchapl [w] mzchap2

MetsROUTER
b ake Supout.nif
M anual

E =it

Sampai sini tahap Prepare VPN Client telah selesai selanjutnya tahap konfigurasi VPN Client / PPTP Client.
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Pada tahap konfigurasi VPN Client / PPTP Client ini kita akan membuat sebuah Interface PPTP Client.
Caranya adalah melalui menu PPP Interface lalu pilih Add New Interface PPTP Client seperti gambar

dibawah ini.

® bhirawa@?202.162.202.98 (BHI-RBA450) - WinBox v4.5 on RE450 (mipsbe)

Interfaces

whireless
Brid [ |nterface PPoE Servers  Secrets | Profiles | Active Connechions
ridge =
m M > |c 2 =T PPTP Server L2TP Server OWPM Server ]

it FPPF Server } -T_l,lpe_ :L2 MTU -Tx |Bx .Tx F'ac:_..._:F!x Ff,ac:_...:TH Drops_-Fh::_Drops_.TH EV
PPF Clienk | i L bp F ! L

Mesh PEIE Sarver

IP I P

IPwE I e Er

MELS LZTP Client
OVPM Server

WPLS OWPHM Client

Fauting I PPPoE Server

Systen FPPoE Client

Oueues

Files

Log ]

Fadius

Toals I I

Mews Terminal
MetsROUTER
t ake Supaout.rif

Manual 4

E it 1 item out of B

Interfaces

“wireless

Eridge
PPP

Switch Mame
Mesh Bl @Jialﬂut Status = Traffic oK

i ; Han: m Cancel
Lt ' Tupe: [PPTP Cliznt T
il o L2 MTL: |
VPLS

wFPac.. [ TuDrops |[Fx Drops | TwE™

Dizable

Max MTU: | 1460 = 7
- - ammen
Routing ! Max MREL: | 1450

Sysztem i Copy
MERL: -

Ousues Remove

Files

iR

Torch
Log ]

Radius
Tools I
Hew Terminal
MetaROUTER
M ake Supout. rif

tanual 4 |
|Status:

Exit 11 itern out of B
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® bhirawa@202.162.202.98 (BHI-RB450) - WinBox v4.5 on RB450 (mip

Fallte] v| Hide Passwords M (5

Interfaces
Wwireless
Bridge
FFPP
Switch

Mesh
1= I Connect To: |202.162.202.98 Cancel

- TwDirops A= Drops | T Ew

GBtatuz | Traffic

IPvE I

MPLS :
SR Pasgpord; | = Dizable

=
[ tee |
==
= Profie: *
=20
e
=

Uszer | wpnl

System ' ] Disl On Demand Capy
Queues Add Default Route Remove

Files
Allow Towch

Log R v pap v chap
Radius v mzchapl v mzchap?
Toals [ l

Mewe Terminal
MetaROUTER
Make Supout.rif

M anual 4 _

Exit 11 item out of &

| Status:

@ phirawa@202.162.202.98 (BHI-RBA50) - WinBox v4.5 on RBA50 (mipsbe)

|| Cu |

Interfaces

Wwireless

Bridge
FPP dev || ==| & 8| 3 ||  PPTPSewver || L2TP Server || OWPM Server

Interface | PPFoE Servers Secrets  Profiles  Active Connections

Switch ._ . :N_ame A |Twpe |[L2MTU :Tx ~ |B= -TxF'ac..._.F!xF'au:..._T:-tDrc-ps._Hx[.Jrop__s.Tr:E._V
|DR  #&<pptp-vpnll>  PPTP Server Obps 0bps 0 0 0 0

tezh
P [
IPvE I
MPLS
WPLS
Flouting I

Swystem f
Queues

Files

Log

R adiuz

Taalz I I
Mew Teminal
MetaROUTER
tdake Supout.rif
b ariaal 4

Exit Fitems out of B [1 selectad]
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BAB 8
KONFIGURASI MIKROTIK FTP SERVER

Tentang FTP Server

FTP adalah Protocol yang digunakan untuk transfer file yang dapat diakses dengan mudah mengunakan
Windows Explorer, Internet Explorer maupun dengan aplikasi FTP Client. Jika sewaktu installasi awal
Mikrotik kita install semua paket / modul maka secara otomatis Fitur FTP Server juga sudah aktif. User

Authentikasi untuk mengakses FTP Server ini kita setting dari menu Winbox -> User.

Slanjutnya kita bisa coba akses mengunakan Internet Explorer dengan mengetikkan alamat akses :

ftp://ip-address-mikrotik-kita

. fitp://192.168.1.1/ - Microsoft Internet Explorer

L]

@Back - -{L‘:; - }:) Search |, Folders B X Ef/)

Address [ B fip:192.168.1.1/ * | B co || @ AntiPhishing | ~

Log On As E.3

i ok
\l?%*" Either the server does not allow anonymous logins or the e-mail address was not

accepted.

FTP server: 192.168.1.1

User name: | admin - |
Password: | |

After you log on, you can add this server to your Favorites and return to it easily.
FTP does not encrypt or encode passwords or data before sending them to the
server. To protect the security of your passwords and data, use Web Folders
(WebDAV) instead,

Learn more about using Web Folders.

Log on anonymously Save password

[tos cril] [cancelu]

@ Internet

~ ftpz/f192.168.1.1/ - Microsoft Internet Explorer

File Edit Miew Favorites Toaols Help m':,,

e Fe 1 I
@Back = -E-_ll’- # )_) Search | . Folders “ x “9

Address | gom03188.1.10

._._ Antz'Phishjng__ -

MHame - Size | Type MModified

&. hotspot File Folder 24,09,2009 22:39
‘.. Materi Seminar LM File Folder 23/10,/2008 22:00
PMikroTik-23102009-2153.backup 25,1 KB BACKWUF File 23/10/2008 21:53

User: admin a' Internet
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BAB 9
BACKUP DAN RESTORE KONFIGURASI MIKROTIK

Backup konfigurasi Mikrotik kita sangat bermanfaat jika suatu saat Mikrotik kita mengalami kerusakan
sehinga kita harus Install Ulang System Mikrotik. Atau juga kita ingin melakukan Restore dari Backup
konfigurasi Mikrotik kita untuk me-refresh konfigurasi setalah kita lakukan berbagai perubahan atau terjadi
kesalahan konfigurasi. Begitu juga jika ingin membuat Mikrotik lain dengan konfigurasi yang Indentik sehingga

kita bisa membuat Mikrotik Router dalam waktu yang cepat.

Untuk melakukan Backup konfigurasi ini dari Winbox -> Files. Setelah kita klik Backup maka akan terlihat
sebuah file baru dengan identifikasi nama file dan tanggal + waktu proses backup. Selanjutnya kita bisa
menyimpan file backup konfigurasi ini dengan cara meng-copy file tersebut dari Mikrotik ke Disk local PC kita.

Caranya bisa mengunakan copy via FTP ataupun mengunakan Winbox ( gunakan Drag ‘n Drop ).

= admin@00:0C:29:E3:4E:96 (MikroTik) - WinBox v2.9.51

Interfaces
Wirelsss
PPP = [ Backup Festore

Bridge File Name : 3 Creation Time
P i =1 Mitero Tik-2310.2009-2158 backup ackup 282KB  Oct/23/2005 21:58:41
[Dhotspot i DB Sep/24/2005 22:39:53
Routing [= alogin html it file 1253 B Sep/24/2009 22:35.53
[ emor html html file 898 B Sep 24,2009 22:35.53
[ emors bt bt file 36158 Sep/24/2003
Queues Dimg directony DB Sep/24/2009
[ logobottom prig pna file 4317 B Sep/24/2009
B login.Html hitrrl file 3334 B Seps24.200 ;
System [ logout html html file 1813 B Sep/24/2005 22:35.53
Hies Db directony 0B Sep/24/2009 22:3%:53
[ alogin.html htmil file 1303 B Sep/24/2009 22.35.53
Log [ emors td bt file 3810B  Sep/24/2008 22:35:53
SNMP [= login.hHtml html file 08B Sep/24/200% 22:33:53

Portz
77
Dirivers 22
22

[ logout hitml html file 1843 B  Sep/24/2009 22:39.53

Users [E radvert.Html il file 1475 B Seps/24/2009 22:39:53
Radius [ status html htmil file 2760 B, Sep/24/2009 22:35:53
[Emd5js s file 7OKB Sep/24/2009 22:35:53

Tools

New Teminal
Telnet
Password
Certificate
Make Supout rif
ISDN Channels
Manual

Exit

[ radvert htrl
B redirect html
[= dogin html
[ status htrnl
Dl

B WISP fccessGatewayParam....

[ alogin Html
[ emor html
[ flogout htm
[ login html

56.1 MB of 1031.8 MB used 34% free

it file
il file
it file
it file
directony
xsd file

it file
it file
htmil file
it file

1431E
213B
735 B
29178
4351 B
532B
415 B
351 B
£37E

Sep/24&/2009 22:39.53
Sep/24/200% 22.35:53
Sep/24/200% 22:35.53
Sep/24./2)
Sep/24/2009 22.39
Sep/24/200% 22:35:53
Sep/24/2009 22:35:53
Sep/24/200% 22.39.53
Sep/2&/2009% 22.39.53
Sep/24/2009 22.35:53
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= admin@00:0C:29:E3:4E:06 (MikroTik) - WinBox v2.9.51

Interfaces
Wirelsss I File List
FPP - G Backup

Bridge File Mame Tvpe Creation Time &
B [ Materi Seminar UMM directory [ Oct/23/2008 T
—~ g Mr 1 phno w £y
Routing 1 = MikroTik-23102009-2158 backup  backup
Ports i o
[ alogin Html htmil file Sep/24/2009
Queues [ emor.html html file Sep/24/2009
= emors it file Sep/24/2008
[img directory Sep/24/2009
System [ logobottom prig pnafile Sep/24/2009
Giog [ login html html file Sep/24/2003
[ logout Html il file Sep/24/2003
Log kv directory 'B Sep/24/2004=
SNMP [ alogin html html file Sep/24/2009
[2) emars td bt file: S5ep/24/2008
Users = login html tml file Sep/24/2008
Radius = logout html htmil file Sep/24/2009
B radvert Html html file Sep/24/2008
s = status html el fls Sep/24/2009
New Teminal Emd5js js file Sep/24/2009
[l radvert html it file Sep/24/2005
[ redirect html html file Sep/24/2009
Passward [ dogin html tml file Sep/24/2008
[ status html html file Sep/24/2009 =
aml directory Sep/24/2008
Make Supout.rif [E1 WISP AccessGatewayParam xad xsd file Sep/24/2005
[ alogin html html file Sep/24/2009
EEEL T ) error il il file Sep/24/2008 =

92.7 MB of 'II]TB'I.B MB used 91% free

Drivers

Telnat

Cerfficate

Manual

Exit




