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Silabus Training Mikrotik PC-Router
Building Mikrotik PC Router - Bandwith Manajemen &

Security Protection with ADSL Telkom Speedy

1 Pengantar Mikrotik PC - Router

2. Installasi Mikrotik

3 Paket Installasi Mikrotik

4, Konfigurasi Mikrotik untuk ADSL Speedy
D= Managing User & Security

6. Managing Mikrotik Firewall

Z. Konfigurasi VPN Mikrotik

8. Konfigurasi DHCP Server Mikrotik

9. Konfigurasi FTP Server Mikrotik

10. Backup & Restore Konfigurasi Mikrotik
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TRAINING INSTALLASI MIKROTIK PC ROUTER
BANDWITH MANAJEMEN DENGAN ISP TELKOM SPEEDY

BAB 1
PENGANTAR MIKROTIK PC ROUTER

Pendahuluan

Mikrotik RouterOS adalah salah satu Distro Linux yang didesain khusus untuk fungsi Routing System. Produk
Mikrotik berupa RouterBoard yang berbentuk seperti Hardware Router pada umumnya dan berupa RouterOS
yang di Install ke sebuah PC.

Kehandalan Mikrotik sudah terbukti dan tidak diragukan lagi, baik dari segi keamanan atau proteksinya maupun
kemudahan dalam mengunakannya. Karena itulah hampir semua ISP bisa dipastikan mengenal dan
mengunakan Mikrotik dalam layanan kepada pelanggan maupun dalam melakukan Manajemen Networknya
serta Mikrotik mampu melejit sebagai Router masa depan yang sangat handal. Jadi apapun ISP-nya, router
dan bandwith manajemen mengunakan Mikrotik.

Pada Training / Workshop ini khusus mengangkat materi Bandwith Manajemen mengunakan SPEEDY karena
layanan akses Internet saat ini di Indonesia yang paling murah dan paling banyak digunakan masyarakat

maupun Corporate adalah TELKOM SPEEDY.

Licensi Mikrotik

Sebelum melakukan instalasi hal yang perlu diperhatikan adalah level lisensi, perhatikan manual lisensi atau

daftar list harga software. Level tertinggi adalah level 6 yang memiliki semua modul yang bisa kita gunakan
secara maksimum. Perbedaan dari tiap lisensi adalah pada harga dan kelengkapan paket, informasi untuk hal
ini dapat di tanyakan langsung ke keysupport@mikrotik.com atau dapat kita baca di website resminya

www.mikrotik.com atau www.mikrotik.co.id .

Metode / Cara Installasi Mikrotik

Mikrotik dapat di install di PC dengan menggunakan beberapa cara, yaitu:

1. ISO Image; menggunakan Compact Disc (CD) instalasi. Silakan download file berekstensi. 1SO yang
tersedia dan kita harus “BURN” ke dalam media CD atau MiniCD kosong.

2. Netlnstall; melalui jaringan komputer (LAN) dengan Satu Disket, atau menggunakan Ethernet yang
mendukung proses menyalakan komputer (booting) komputer melalui Ethernet Card. Netlnstall dapat
dilakukan pada sistem operasi Windows 95/98/NT4/2000/XP.

3. Mikrotik Disk Maker; membutuhkan beberapa buah disket ukuran 3,5” yang nantinya akan disalin pada

harddisk saat instalasi dilakukan. Dengan menggunakan tools FloppyMaker.exe.

HHIGH SPEED INTERNET ACCESS
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Mikrotik Basic Desain ( WAN )

Berikut ini ada desain dasar pengunaan Mikrotik RouterOS :

woww. mikrotik.com
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Atau seperti gambar dibawah ini :
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Mikrotik Basic Desain ( FIREWALL & Bandwith Manajemen )

Berikut ini ada desain dasar pengunaan Mikrotik RouterOS yang difungsikan untuk Filtering Firewall dan

Bandwith Manajemen saja :
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HARDWARE REQUIREMENT :

Adapun persaratan minimal komputer yang dibutuhkan untuk Mikrotik adalah sebagai berikut:

1.

Menggunakan processor minimal 100 MHz atau lebih seperti Intel Pentium, Cyrix 6X86, AMD K5 atau
prosesor yang lebih baru dari Intel 1A-32 (i386). Ingat penggunaan lebih dari satu prosesor belum
diperbolehkan.

Memori (RAM) minimal 64 Mb dan maksimum 1 Gb, hal ini berpengaruh pada besar memory, yang
berpengaruh terhadap kemampuan kecepatan dari router dan kapasitas Cache Proxy.

Media penyimpanan (Hard Drive) menggukana sistem standar Kontroler IDE dan ATA. Penggunaan SATA,
SCSI dan USB tidak didukung. Pastikan sisa media penyimpanan kita adalah minimal sebesar 64 Mb. Sangat
disarankan untuk mengalokasikan space penyimpanan yang besar, karena akan berpengaruh terhadap paket
yang akan dipilih dan nantinya akan membantu sebagai cache pada saat menggunakan fungsi web proxy
serta diperlukan jika Mikrotik kita fungsikan sebagai FTP Server.

Jika instalasi menggunakan disket, gunakan ukuran 3,5” pada drive A.

CDRom atau DVD Jika instalasi menggunakan media CD, pastikan standar kontrolernya adalah ATA/ATAPI.

LAN Card atau Network Interface yang lain. Jika kita instal melalui LAN, gunakan standar ethernet tipe PCI.

Catatan :

1.  Mengunakan PCI LAN Card segala macam Merk dan Type dapat dikenali secara langsung oleh Mikrotik.

2. Onboard LAN sebaiknya tidak digunakan, karena tidak terdeteksi oleh Mikrotik.

3.  Mengunakan harddisk IDE, karena harddisk SATA atau SCSI tidak terdeteksi oleh Mikrotik. Dan kapasitas
harddisk IDE hingga 160 GB IDE dapat berfungsi dengan baik.

4. Dapat juga mengunakan Media Storage berupa Compact Flash ( CF ) dengan memanfaatkan peripheral
PCI CF to IDE.

5. Direkomendasikan mengunakan CPU Built Up karena memiliki Power Supply yang kuat dan System
Board yang handal, sebab Mikrotik yang kita buat ini nantinya akan difungsikan sebagai Router secara
Dedicated 1 x 24 x 31.

6. Setelah Mikrotik di Install dan dapat di akses via remote ( Winbox / WebBox / Telnet ), maka pengunaan

Monitor sudah tidak diperlukan lagi.
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BAB 2
INSTALLASI MIKROTIK PC ROUTER

TEKNIK INSTALLASI MIKROTIK :

Sebelum melakukan instalasi, yang perlu dilakukan adalan, Set BIOS untuk booting melalui CD Drive. Masukkan

CD yang sudah dibakar ke dalam CD Drive, biasanya paket instalasi tidak lebih dari 100 Mb, serta proses

instalasi tidak lebih dari satu jam, lalu booting PC.

ISOLIHUE Z2.8BH ZHE s .4 Lo pyri |:|'||T () 1994-78683 H Peter Anvin
[.||.1r|||||| 1 1w x

" Initrd.rgz. ... 444
Hl U .
IncoMpressing Livnux... Ok, booting the kernel

Proses kompilasi dengan booting kernel, terlihat bahwa mikrotik merupakan distro/ turunan dari linux.

1. Setelah proses booting akan muncul menu pilihan software yg ingin di install. Install paket paket utama,

lebih baiknya semua packet dengan cara menandainya (mark).

Helcome to MikroTik Router Software installation

ove around menu using 'p’ and 'n’ or arrow keys, select with ’spacebar’.
Select all with "a’, minimum with 'm’. Press 'i’ to install locally or 'r’ to
install remote router or 'q’ to cancel and reboot.
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2. Menu dimana anda dapat memilih paket mana saja yang akan diinstall. Pilihlah paket instalasi yang ingin
digunakan. Sebagai contoh awal aq pilih system, ppp, dhcp, hotspot, routing, security, and web-proxy.
Setelah itu tekan tombol ‘a’ (tanpa petik) untuk menginstall semua fasilitas yang terdapat pada mikrotik.

Proses ini berkaitan dengan lisensi RouterOS yang di miliki.

3. Tekan tombol “I” untuk melanjutkan instalasi. Kita akan ditanya apakah akan meneruskan dengan

memformat isi hard disk (hati-hati jangan sampai salah harddisk).

arning: all data on the disk will be erased!

Continue? [y/ml:y

Do you want to keep old configuration? [y/nl:

Do you want to keep old configuration ? [ y/n] ketik Y

Continue ? [ y/n] ketik Y

Saat ditanya apakah akan menyimpan informasi lama, silakan dijawab tidak atau tekan tombol “N”. Proses
instalasi dilanjutkan dengan pembuatan partisi dan format harddisk, harap diingat bahwa mikrotik akan
mengambil semua space yang ada di harddisk. Disini kita tidak perlu membuat partisi hardisk karena secara
otomatis dia akan membuat partisi sendiri. Karena itu tidak disarankan utk menginstall mikrotik pada

harddisk operasional yang berisi data-data penting.

4. Tunggulah beberapa saat selama proses instalasi dilakukan. Next akan tampil pilihan seperti dibawah.

isdn-2.9.51
led-2.9.51
ntp-2.9.51
ppp-2.9.51
radiolan-2.9.51
routerboard-2.9.51
routing-2.9.51

isabled routing-2.9.51
routing-test-2.9.51
retp-bridge-test-2.9.51
security-2.9.51
synchronous-2.9.51
telephony-2.9.51
ups-2.9.51
user—-manager-2.9.51
Web-proxy-2.9.51
(disabled) webproxy-test-2.9.51
wirelesz-2.9.51
(disabled) wireless-crd-2.9.51
(disabled) wireless-legacy-2.9.51

hecking disk integrity...
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5. Tekan Enter untuk melakukan booting pertama kali RouterOS.

Load ing stem with initrd
Inconpr ing Linux... 0Ok, booting the kernel.
Starting. ..

is reconmnended to check your disk drive for errors,
L it may take a while (T"Imin for 1Gb).

It can be done later ith “"ssystem check-disk".

Do you want to do it now? [y-N1 _

6. Sesaat setelah RouterOS berhasil di boot, kita akan dihadapkan pada layar seperti dibawah ini. Lakukan
pengecekan sistem terhadap kemungkinan kerusakan yang terjadi, tekan tombol “Y”. Jika muncul tampilan

seperti di bawah ini maka instalasi telah selesai.

Load ing stem with initrd
Inconpr ing Linux... 0Ok, booting the kernel.
Starting. ..

is reconmnended to check your disk drive for errors,
L it may take a whi (T"Imin for 1Gb).

It can be done later with "ssystem check-disk".

Do you want to do it now? [y-N1 _

7. Proses Login dan Sistem Konsol. Setelah sukses instalasi kita sudah dapat login untuk pertama kalinya

seperti terlihat pada gambar dibawah ini.

MMM MMM KKK TTTTTTTITTITT KKK

HHMMH MMHH KKK TTTTTTTITTITT KKK

MMM HMHMM MMM III KKK KKK RRERRR oooooo TTT IIT KKK KKK
MMM MM MMM III KKEKR RRR RER 000 000 ITT ITT KEKEKE
HHMH MMM III KKK KKK RRRRRE o000 000 TTT ITT KKK KKK
MMM MMM III KKK KKK RER BRER oooooo TTT ITT KKK KKK

MikroTik Router0OS 2.9.51 (c) 1999-Z2000 http:sswuwu.mikrotik.com~

Do you want to see the software license? [Y¥rml: n

ROUTER HAS HO SOFTWARE KEY

You have 23h49m to configure the router to be remotely accessible,
nd to enter the key by pasting it in a Telnet window or in WUinbox.
See wuw.mikrotik.comskey for more details.

urrent installation "software ID": UPNJ-IPN
Please press "Enter" to continuet?

Terminal linux detected, using multiline input mode
[admin@MikroTik]l > _

8. Gunakan username admin dengan password kosong (tekan tombol Enter saja). Kita wajib menganti
password dengan password-mu sendiri, gunakan perintah /password atau dapat kita atur lebih lanjut dari
Winbox.
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BAB 3
PAKET INSTALLASI MIKROTIK

PAKET INSTALLASI :

Paket standar Mikrotik yang sudah kita install minimal akan berisi paket sistem (system package) saja.

Termasuk dasar Routing IP dan Administrasi Router. Untuk menambah paket lainnya seperti wireless, OSPF, IP
Telephony dan sebagainya silakan download terlebih dahulu paket-paketnya. Penting untuk diperhatikan adalah
saat memilih paket tambahan yaitu harus sama versinya dengan RouterOS yang kita gunakan. Jika tidak maka
paket tambahan tersebut tidak dapat diinstalasi. Mikrotik yang baru saja didownload dan di install adalah versi
shareware yang hanya bisa dipergunakan sementara dan akan bisa dipergunakan lebih lanjut bila melakukan

registrasi terlebih dahulu.

Helcome to MikroTik Router Software installation

ove around Menu using ‘p’ and 'n’ or arrow keys, select with 'spacebar’.
Select all with "a’, minimum with 'm’. Press "i’' to install locally or 'r’ to
install remote router or 'q’' to cancel and reboot.

[X]1 system [X]1 lcd [X]1 telephony

[X]1 ppp [X] ntp [X] ups

[X]1 dhcp [X] radiolan [X] user-manager
[¥X] advanced-tools [¥X] routerboard [X] web-proxy

[X]1 arlan [X] routing [X] webproxy-test
[X] calea [X] routing-test [X] wireless

[X]1 gps [X]1 rstp-bridge-test [X] wireless-crd
[X]1 hotspot [X] security [X] wireless-legacy
[X] isdn [X] synchronous

system (depends on nothing):
ain package with basic services and drivers

o you want to keep old configuration? [ysnl:

Sebaiknya paket Installasi ini di Install semua dan jika ada paket yang tidak kita butuh dapat di REMOVE

nantinya setelah Mikrotik kita konfigurasi lebih lanjut.
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ikroTik Login: admin
Password:

MMM MHMH KKK TTTTTTTITTITT KKK

HMMH MMHH 9,93 TTTTITTTITTITT KKK

MMM HMMHM MMM III KKK KKK RRERRR oooooo TTT ITIT KKK KKK
MMM MM MMM III EKKEKEKR RRR RER 000 000 TTT ITT KEEKE
MHH MMM III KKK KKK RRERRR ooo  0oo0 ITT IIT KKK KKK
HHMH MMM III KKK KKK RER BRRR oooooo ITT IIT KKK KKK

MikroTik Router0OS 2.9.51 (c) 1999-2008 http:s wwu.mikrotik.com~

Terminal linux detected, using multiline input mode
[admin@MikroTik] > setup_

Tahapan Installasi Awal Mikrotik telah selesai kita lakukan dan konfigurasi lebih lanjut dapat kita lakukan

dengan perintah /setup melalui System Konsole ataupun kita lakukan melalui Winbox.

Tips yang dapat anda gunakan, khususnya bagi Newbie agar tidak binggung saat pertama kali melakukan
Installasi dalam menentukan INTERFACE dari LAN Card yang kita pasang di PC Router maka sebaiknya kita
pasang 1 buah LAN Card saja lebih dulu. Dan selanjutnya kita lakukan /Setup dengan menentukan Interface

LAN Card tersebut sebagai koneksi ke jaringan Local / LAN kita.

Setelah pada fisik LAN Card pertama tersebut itu kita tandai atau kita beri nama sebagai Interface “LAN”
dan selanjutnya kita pasang LAN Card yang kedua untuk kita sambungkan ke Modem ADSL. LAN Card
kedua ini kita tandai atau kita beri nama dengan “SPEEDY”. Penandaan dan Penamaan Interface LAN Card ini

sangat membantu kita jika ada perubahan dalam penataan kabel UTP kita.

Jika pada saat pertama kali konfigurasi kita lakukan dari PC atau Laptop via LAN Card secara direct ( langsung
atau Peer To Peer ), maka kita harus mengunakan Cross Cable UTP. Tapi jika koneksi dari Mikrotik ke

Switch lalu kabel UTP ke PC atau Laptop maka kita gunakan Stright Cable UTP.
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BAB 4

KONFIGURASI MIKROTIK DENGAN SPEEDY
Mengunakan VMWare Workstation

Pendahuluan VMWare Workstation

Mikrotik RouterOS adalah salah satu Distro Linux yang didesain khusus untuk fungsi Routing System. Produk

Mikrotik berupa RouterBoard yang berbentuk seperti Hardware Router pada umumnya dan berupa RouterOS

yang di Install ke sebuah PC.

85°))

Wifi Laptop Client

192.168.1.205

85°) |
‘/

192.168.1.204
192.168.1.200

85°)) e

Radius upto 50 meter
Wifi Laptop Client

192.168.1.203

192.168.1.202

88"))

PC Client /
PC Customer

88"))

192.168.1.201

192.168.1.175

PC Client /
Network Administrator

192.168.1.176

Desain Network
“"MIKROTIK WITH SPEEDY"”

Oktober 2009 - By Nathan Gusti Ryan

Switch 8 port / 16 port
10/100 mbps

ADSL Modem
192.168.10.1

192.168.10.10 6

192.168.1.1

Mikrotik
PC Router

Switch 8 / 16 / 24 / 48 Port
10/100 f 100 Mbps

"MIKROTIK WITH SPEEDY"”

Desain Network

Oktober 2009 - By Mathan Gusti Ryan

Interface ke LAN |

192.168.1.1
|

ADSL Modem
192.168.10.1

g

Interface ke
Modem Speedy
192.168.10.10

CPU Pentium 2 /3 / 4
Ram:64Mb /128 [/ 512 /1Gb
Harddisk : 1 Gb/10 Gb/20 Gb—160 Gb
Lan Card : PCI 2 buat { Dlink / Intel )
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Sebelum kita konfigurasi lebih lanjut, lakukan setting IP Address di PC kita menjadi : 192.168.1.2. IP Address
Gateway-nya adalah IP Address Router Mikrotik yang akan kita buat dengan IP Address : 192.168.1.2.
Sedangkan IP DNS Server kita setting dengan IP DNS Telkom Speedy yaitu : 202.134.10 / 202.134.7 /
202.134.0.155 .

Selanjutnya kita cek setting IP Address yang telah kita lakukan tersebut dari CMD -> IPCONFIG /ALL.

C:~ripconfig ~all
Windows IF Configuration
Host MWame . . . . . CLIENT—82
Primary Dns Suffix
Mode Tupe . - . . .
IF Routing Enabled.
WINS Proxy Enabled.

Unknown
Ho

Mo
Ethernet adapter Local Area Connection:

Connection—specific DHE Suffix
Description . R

UMware Accelerated AMD PCHet Adapter
Baa-AC—29—7?F-A7—CA

Mo

192_168.1.2

Physical Address
Dhcp En

IF Addr»

Subnet

Default Gat

DHE Servers

Selain itu seperti yang terlihat di Desain Network kita pada halaman 10, kita lakukan setting IP Address Modem
ADSL kita dengan IP Address : 192.168.10.1. Lakukan setting IP Address dengan benar dan cek juga status
koneksi Telkom Speedy kita... Setelah status koneksi Internet Speedy sudah oke, maka kita tinggal
konfigurasi Mikrotik lebih lanjut....

e Mozilla Firefox [ Sk 3
File  Edit  ¥iew History  Bookmarks  Tools  Help
@ = S o |__] hEEp:ff192.168.10. 1/ e | |-"]v F |
J milrotik routeros > adminisktration | ] http:/ 192 168.10.1,7 (=] - -
. . -.—. N K TD-8816 ADSL2/2+ Ethernet Router

Cuick Interface Addvanced Access

e s Maintenance Help
Start Setup Setup Management I

Dewice Information

Firmvvare “wersion : 3.0.0 Build 090211 Rel.O7428
MAC Address : 0023 cd: {5 Sckfa

{ F cdoress 192166101 )
Subnet Mask © 255 2552550
DHCP Server : Disabled

wirtual Circuit © [Pwez2 | = |
Stetus | Connected
Connection Type | PPPoE
IP Sddress 125164 206 2068
Subnet Mask : 255.255.255.255
Default Gateway | 125.164.192.1
CMS Server © 203.130.196.155
MAT : Enabled
PP connection tims © 0o 031 3m:42s

ADSL —

»

ADSL Firmware Wersion @ Fywher: 3011 2162 _TC3086 Hwer:T14.F7_S.0
Line State © Showtime
Modulation : ADSL2 PLUS
Annex hMode | ARRMNER_A -

Done =]
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Pada materi Training ini, kita gunakan Metode mengunakan VMWare Workstation agar setiap peserta

Training dapat memiliki, mengkonfigurasi dan mengunakan Mikrotik masing - masing. Virtual PC ini selain

digunakan untuk Training juga dapat digunakan pada pemakain Mikrotik sehari - hari.

Langkah pertama yang kita lakukan adalah membuat sebuah Virtual PC dengan VMWare 6.5 ataupun

Microsoft Virtual PC yang sudah dinyatakan Free License oleh Microsoft.

Ikuti Step by Step Wizard-nya seperti pada gambar capture ini :

Mew Virtual Machineg wizard B3| | mew virtual Machine wizard (3]
Choose the Yirtual Machine Hardware Compatibility
Which hardware Features are needed For this virtual machine?
Welcome to the New Virtual
Machine Wizard wirtual machine hardware compatibility
Hardware compatibility:
what type of configuration do you want? Compatible with:
@ Typical (recommendsd) Compatible products: Limitations:
Create a Workstation 6.5 virtual machine ACEZ.5 8 GB memory l”_“'t
in a few easy steps. Fusion 2.0 Z processor limit o
Server 2.0 10 network adapter limit
WWorkstation 6,5
Create a wirtual machine with advanced
options, such as a SCSI adapter bvpe,
wirtual disk type and compatibility with
VMWE re _ older WMware praducts,
Workstation 6.5
| Back | [ Mexk = ] [ Cancel ] [ Help ] < Back. ] [ Mexk = ] [ Cancel
Mew Wirtuial Maching Wizard B3| | mew virtual Machine Wizard [£3]

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
syskem., How will wou install the guest operating systemn?

Install from:
() Installer disc:

() Installer disc image File: (iso):

@ 1 will install the operating system later

The wirtual machine will be created with a blank hard disk,

Select a Guest Operating System
which operating system will be installed on this virkual machine?

Guest operating system

() Microsoft Windows
) Linux

() Movell NetWare
() Sun Solaris

@ Other

Wersion

Js=sw]

< Back Cancel

[ Help Cancel

< Back ][ Mext = ][
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Jika Real PC anda mengunakan memory 512 GB dengan OS Windows XP, maka anda dapat gunakan Memory

untuk Virtual PC sebesar 64 MB atau 128 MB. Tapi jika Real PC kita mengunakan

Mew Wirtual Maching wizard
Mame the Yirtual Machine
What name would you like to use For this virkual machine?
virkual machine name
Mikrotik 2,9.51
Locakion
DAWPC Mikrotik

The default location can be changed at Edit = Preferences.

&3

Mesw Wirtual Machine Wizard

Memoty for the Yirtual Machine

Haw much memory would you like ta use Far this virkual machine?

Mernary

Specify the amount of mermory allocated ko this virtual machine, The memoary size

musk be a multiple of 4 ME,
Memary For this virtual machine:
U
4 u F Y
£ Guest O3 recommended minimum:

& pecommended memory:
& Maximum recommended memory:

Cancel

| < Back || Mexk = ||

[ hHep | |

51z = | MB
s29z
32 MB
256 MB
2544 MB
< Back J E o opexts | | Cancel |

Pada Wizard selanjutnya kita buat 1 buah Network Adapter, pilihlah mode “BRIDGE Networking”. Sedangkan

1/0 Adapter kita setting default.

Mew Wirtual Machine Wizard

Network Type
What type of network do wou want to add?

Metwark connection

Give the guest operatir;g syskem direct access to an external Ethernet
network, The quest must have its own IP address on the external network,

) Use network address translation (NAT)
Give the guest operating system access ta the host camputer's dial-up or
external Ethernet network connection using the hast's IP address.

7 Use host-onlky networking
Carnect the guest operating systen ko & private virkual netwark on the host
compuker,

() Do not use a nekwaork connection

&Ed

Mew Wirtual Machine Wizard

Select 1/0 Adapter Types

‘wehich SC3I adapter bype would you like to use?

10 adapter bypes

IDE Adapter: ATAPT

SCSI Adapter:

Busloqi
() LI Logic
() LSI Logic 5AS

Help ] |

< Back. J [ Mesxk = Cancel

(Recommended)

&Ed

| Help

< Back H Mext = I|

Cancel
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Mewy Wirtual Machine Wwizard

Ed

Select a Disk
which disk do vou want ko use?

A virtual disk is composed of one or more files on the host: file system, which
will appear as a single hard disk to the guest operating swstem. Wirtual disks
can easily be copied or moved on the same host or bekween hasts,

I Use an existing virtual disk
Choose this opkion to reuse a previously configured disk,

(7 Use a physical disk (For advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

Mews Wirtual Machine Wizard
select a Disk Type
What kind of disk do you want to create?

Virtual disk bype

(Recommended)

—— [

= Back Jl Mext = ]l Cancel ]

I Help | [ < Back H MNext = ]|

Cancel

Pada Wizard selanjutnya kita buat 1 buah Virtual Harddisk, pilihlah type harddisk “IDE”. Lalu tentukan lokasi

penyimpanan harddisk tersebut.

Mews Wirtual Machine Wizard
Specify Disk Capacity
How large do vou want this disk to be?

Macximum disk size (GE): S

Recommended size For Other: & GB

[ Allacate sl disk space now.

Allocating the full capacity can enhance perfarmance but requires as much
physical disk space as vou specify for the wirtual disk. If vou do nat allocate all
disk space now, the virtual disk starts small and is created quickly. It grows as
wou add applications, files and data.

) split virbual disk into 2 GB files

Splitting the disk makes it easier ko maove the virtual machine to anather
cormputer,

& Pocket ACE size calculator

Mew Wirtual Machine Vizard

specify Disk File
wWhere waould vou like to stare information about this disk?

Disk File
Cne 1 GE disk file will be created using the File name provided here,

DHyWPCMikrotikyMikratik 2.9,51, vimdk,

Help

= Back Jl Mext = ]l Cancel ]

I Help [ < Back || Next = H

Cancel

Mew Wirtual Machine Vizard

Ready to Create ¥irtual Machine
Click Finish ta create the virtual machine, Then vou can install Other.

The virtual machine will be created with the Following settings:

| Mame: Mikrotik 2.9.51
Location: Do PO Mikrokil,
Yersion: ‘Wiorkskation 6.5
Operating System:  Other
Hard Disk: 1GB
Memory: 512 MB
Metwork Adapter:  Bridged

Cther Devices: CD/DVD, Sound Card

Custamize Hardware, .. |

[ Power on this virtual machine after creation

[ < Back || Finish H Cancel

virtual Machine Settings

Hardware | optians |

| Device Device status

Summary
:Lﬂ::?;:;k (IDE) TIGZBME r-}'}CUI‘IHEEt ak power on
(=)CD/oVD (IDE) Using file K:ADO... i
l@Network Adapter Bridged =
‘E' ! Sound Card Auto detect O Use ghysical drive:
EDisplay Auto detect

6 processors 1
@) Use 150 image File:

DU MIKROTIEMikrotik-2,2,

Add...

Remove

Advanced...

O J ‘ Cancel

J I Help
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Untuk pilihan jenis CDRom, kita bisa mengunakan Real CD yang telah disediakan ataupun mengunakan File
1SO yang disimpan di harddisk local maupun di dalam CD tersebut. Selanjutnya hidupkan Virtual PC tersebut

dan lakukan setting Boot Order dengan Boot from CDRom First.

£ Mikratik 2.9.51 - Wiware Warkstation (===
File Edit Miew VM Team ‘Windows Help
e Bab Do DR
Sidebar > i ; ; 5 ; ! 1&5 Mikrotik 2.9.51
4 [ Powered On
(3 Mikratik 2.9.8 HelcoMe to MikroTik Router Software installation

a4 &P Favorites

it Wi”dD_WSSE'" Move around menu using 'p’ and 'n’ or arrow keys, select with ’'spacebar’.
EMUUELRRS  Scioct all with a', minimum with "m’. Press "i’ to install locally or 'r’ to
install remote router or 'q° to cancel and reboot.

lcd telephony
1 ppp ntp ups
1 dhcp radiolan user-Manager
1 advanced-tools routerboard Heb-proxy
1 arlan routing Hebproxy-test
1 calea routing-test Hireless
1 gps rstp-bridge-test wireless—crd
1 hotspot security Hireless-legacy
1 isdn synchronous

system (depends on nothingl:
Main package wWith basic serwvices and drivers

4 m »

To direct input to this VM, click inside ar press Chrl+G. g Ed 'ﬁ ‘i.'e' =]

install remote router or 'q’ to cancel and reboot.

[X] system [X] lcd telephony

[X]1 ppp [X]1 ntp ups

[X]1 dhcp [¥X] radiolan User-Manager
[X]1 advanced-tools [X] routerboard web-proxy

[X]1 arlan [X]1 routing webproxy-test
[X] calea [X] routing-test Wwireless

[X] gps [X] rstp-bridge-test Wireless-crd
[X] hotspot [X] security Wwireless-legacy
[X] i=sdn [¥X]1 synchronous

zysted (depends on nothing):
ain package with basic services and drivers

o you want to keep old configuration? [y~ nlin

arning: all data on the disk wWill be erased!?

ontinue? [ysnl:

Tekan “a” untuk menginstall semua package. Lalu tekan “i” untuk memulai proses install. Karena konfigurasi
Router baru, jawab “n” untuk mengabaikan konfigurasi yang lama ( jika harddisk sdh ada installasi Mikrotik).

Lalu “y” to continue installation.
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lcd telephony
PPP ntp ups
dhcp radiolan USEr—-Manager
advanced-tools routerboard Web-proxy
arlan rout ing webproxy-test
calea rout ing-test Wwireless
qps rstp-bridge-test wireless—-crd
hotspot security Wwireless-legacy
isdn synchronous

zystem (depends on nothing):

ain package with basic services and drivers

Mo you want to keep old configuration? [ysnl:in
arning: all data on the disk wWill be erased!?

ontinue? [y/nl:y

reating partition

Selanjutnya tunggu Mikrotik melakukan proses Installasi hingga selesai.

isdn-2.9.51
led-2.9.51
ntp-2.9.51
ppp-2.9.51
radiolan-2.9.51
routerboard-2.9.51
routing-2.9.51

isabled routing-2.9.51
routing-test-2.9.51
retp-bridge-test-2.9.51
security-2.9.51
synchronous-2.9.51
telephony-2.9.51
ups-2.9.51
user—-manager-2.9.51
Web-proxy-2.9.51
(disabled) webproxy-test-2.9.51
wirelesz-2.9.51
(disabled) wireless-crd-2.9.51
(disabled) wireless-legacy-2.9.51

hecking disk integrity...

Setelah muncul tampilan seperti di atas ini, installasi telah selesai dalam waktu yang relatif cepat lalu tekan
ENTER dan keluarkan CD Installer Mikrotik.

ikroTik 2.9.51

ikroTik Login: admin . . - -
Setelah itu akan muncul tampilan seperti di atas ini. Masukkan

Username : Admin dan kosongkan password / lansung tekan enter.
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MikroTik v2.9.51
Login: admin
Password:

MMM

MMMHM

MMM MMMM
MMM MM
MMM

MMM

MikroTik

TTITTTTTTTITT
TTITTITITITITTTIT
TTT

KKK
KKK HKHEEK
KEKKKK
KKK KEK
KKK KKK

KKK
KKK HKHEEK
KEKKKK
KKK KEK
KKK KKK

2.2.51 <c>

RERERRR
RRER RER
RRERERRR
RRR RER

192992008

[elololololn]
000 000
Q00 000

felalalololn]

I
TTT I
TTT I
TTT I

tik.com”

Router0OS http: v _mikyro

Terminal ansi detected. using single line input mode
[adminPMikroTikl >

oot level

log. — System logs
guit — Quit console
certificate — Certificate management
zpecial—-logins — Special login users
radius — HRadius client settings
redo — Redo previosly undone action
dy»iver — Driver management
ping — Send ICHP Echo packets
zetup — Do basic setup of system
interface~ Interface configuration
password — Change password

Undo previous action

Serial ports

SHMF settings
Uszer management
Local »outeyr file storage.
system — System information and wtilities
— Bandwidth management
IF options
Diagnostics tools
isdn—channels.~ ISDN channel status
rpp~ — Point to Point Protocol
ot ing”
mikrotik-. —

info

[adminEMikroTikl >

Tekan “?” / tanda tanya untuk menampilkan help command. Untuk memulai setting Mikrotik, dari Konsol ini

kita ketikkan “setup”, lalu ikuti Wizard seperti contoh dibawah ini.

ikroTik Login: admin

MMM
HMMH
HHMH
MMM
MHH
HHMH

HikroTik

MHMH

MMHH

MHH
MMM
MHH
MHMH

ITI
ITI
ITI
ITI

Router03

KKK

9,93

KKK KKK
EKKEKR
KKK KKK
KKK KEK

£2.9.51 (c)

RRRRRE
RRR ERER
RRERRR
RRR RER

1999-Z088

TTTTTTTITTITT
TTTTITTTITTITT
TTT
TTT
ITT
ITT

ITI
ITI
ITI
ITI

oooooo
o000 000
ooo  0oo0

oooooo

http:s wuww . mikrotik.

Terminal linux detected, using multiline input mode
[admin@MikroTik] > setup_

KKK

KKK

KKK KKK
KKEKKE
KKK KKK
KKK KKK

coms
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ip address add address=192.168.1.1-24 interface=LAN comment=""added by setup"
+ a — add ip address

# g — setup default gateway

¥ — exit menu
vyour choice lnwaece Fntep to setup default gatewayl: g
ateway: 192 _168_168.1
H#iAdding aerauit roucte
Aip route add dst-addresz=0.0.0.0-80 gateway=192.168_10.1 comment=""added hy *
setup"
+ a — add ip address
# g — setup default gateway
¥ — exit menu

vour choice [press Enter to setup default gatewayl: x
reset all router configuration

load interface driver
configure ip address and gateway
setup dhcp client
setup dhcp server
setup pppoe client
setup pptp client
exit menu
» choice [press Enter to setup dhcp serverl: x

+ o+

¥
Koothg W S

=
=]
=
=1

[Safe Mode releasedl

cetup completed successfully.
Following commands were executed during this setup:
#Enahling interface

Aip addressz add address=172.168.1.1-24 interface=LAN comment="added by setup"

#iidding default route

Aip route add dst—address=A_.8.8_8-0 gateway=192_168_18.1 comment="added by
setup"

[admin@MikroTik] > zustem

[admin@MikroTik] system> reboot

Rebhoot, yes? [y-sHI1:

Setup uses Safe Mode. It means that all changes that are made during setup
are reverted in case of error,. or if Ctrl-C is used to ahort setup. To keep
changes exit setup using the 'x' key.

[Safe Mode takenl
Choose options by pressing one of the letters in the left column, hefore
dazh. Presszing ’'x' will exit current menu, pressing Enter key will select the
entry that iz marked by an '#*'. You can abort setup at any time by pressing
Ctr1-C.
Entries marked hy *‘+' are already configured.
Entries marked hy ‘—' cannot be used yet.
Entriez marked by ‘X° cannot be used without installing additional packages.
r — reset all router configuration
+ load interface driver
* configure ip addressz and gateway
setup dhcp client
setup dhcp server
setup pppoe client
setup pptp client
exit menu
choice [press Enter to configure ip address and gatewauwl: a
— add ip address
— zetup default gateway
— exit menu
choice [press Enter to setup default
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r r

changes exit setup using the key.
[Safe Mode taken]

Choose options by pressing one of the lettersz in the left column,. before
dash. Pressing *x’ will exit current menu, pressing Enter key will select the
entry that is marked by an '*' . You can abort setup at any time hy pressing
Ctr1-C.

ntries marked by '+’ are already configured.

ntries marked by '—' cannot be used vet.

Entries marked by ‘X’ cannot he used without installing additional packages.
¥ — reset all router configuration

load interface driver

configure ip address and gateway

setup dhcp client

setup dhep server

setup pppoe client

setup pptp client

exit menu
choice [press Enter to configure ip addressz and gatewayl: a
— add ip address
— setup default gateway
— exit menu
your choice [presz Enter to setup default gatewawl:s a
enable interface: LAM
ip address/netmask: 192.168.8.1-24

x

+
E

=
Wl R et S e

"]

¥ +G

changes exit setup using the 'x' kewy.

[Safe Mode taken]

Choose options by pressing one of the letters in the left column, hefore
dash. Pressing “x’ will exit current menu, pressing Enter key will select the
entry that is marked by an '*' . ¥You can abort setup at any time by pressing
Ctr1-C.

Entries marked hy *+' are already configured.

Entries marked by '—' cannot be used vet.

Entries marked by ‘X’ cannot he used without installing additional packages.
¥ — reset all router configuration

load interface driver

configure ip address and gateway

setup dhcp client

setup dhep server

setup pppoe client

setup pptp client

exit menu
choice [press Enter to configure ip addressz and gatewayl: a
— add ip address
— setup default gateway
— exit menu
your choice [presz Enter to setup default gatewawl:s a
enable interface: LOM
ip address/netmask: 192.168.1.1-24

=
=

¥ +G

1
a
d
3
D
t
X
r
a
q
X

Entries marked by ‘X’ cannot be used without installing additional packages.
reset all router configuration

load interface driver
configure ip address and gateway
setup dhcp client
setup dhcp server
setup pppoe client
setup pptp client
exit menu
choice [press Enter to configure ip address and gatewawl: a
— add ip address
— setup default gateway
— exit menu
your choice [press Enter to setup default gatewayl: a
enable interface: LA

ip address./netmask: 192.168.1.1.-24
#iEnabling interface

interface enable LAN
#HAdding IPF address

ip addreszsz add addressz=192.168.1.1-24 interface=LAN comment="added by setup"
+ a — add ip address

* g — setup default gateway

¥ — exit menu
ioo. lopoco Entepr to setup default gatewayl: g
gatewa 192168 _168.1_

=
|

=
b T=00- TR L I~ P T

=
¥ +G
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X — exit menu
your choiso fproce Enter to setup default gatewayl: g
gateway: 192, 168.10.1
HAdding oerault route
Sip route add dst—address
setup"
+ a — add ip address
* g — zsetup default gateway
X — exit menu
choice [press Enter to setup default gatewayl:l x
rezet all router configuration
load interface driver
configure ip address and gateway
setup dhcp client
setup dhep server
setup pppoe client
setup pptp client
exit menu
choice [press Enter to setup dhcp szerverl: x

=3.0.8.8-8 gateway=192.168.180.1 comment="added by

[Safe Mode releasedl

setup completed successfully.

Following commands were executed during this

#iEnabling interface

“interface enable LAMN

#HAdding IP address

sip address add address

#idding default route

A1ip route add dst—addres
setu

[adminPMikroTik] >

setup:

=192.168.1.1-24 interface=LAN comment="added by setup"
5=A.8.8.8-8 gateway=122.168.18.1 comment="added by

Setelah Setup Wizard ini selesai dan IP Address PC kita telah kita setting se-level dengan LAN Mikrotik, maka
selanjutnya kita buka WebBrowser kita IP Address Mikrotik tersebut : 192.168.1.1. Lalu akan muncul tampilan

seperti dibawah ini dan dari WebBox inilah kita bisa konfigurasi lebih lanjut, diantaranya kita bisa download

Winbox yang telah disediakan.

@ rrikrotik routeros = administration - Mozila Firefox (== ES
Eile Edit Wiew Hiskory Bookmarks Toaols Help
= i | L heepeitezaes.1.1) s B -
_J mikrotik routeros > administration -
‘r" D 'r webbox 2.9.51 login:
winbowx is the graphlcal N— This is a web based
configuratigp.aoo an for configuration interface for
RouterDs | Download it yrun it RouterO=, Log in above ta
and conned g olter - connect to this router - saome
all RouterDs functlonallty can of the most important
bl be controlled with this RouterOs features can be
application. controlled within this
interface.
elnet [ —
Connect with telnet and you e = These graphs shaw vou
will have access to the statistical information about
cormmmand line interface of wour router's interfaces and
Routeros, every function of the traffic that goes through
RouterDs can be controlled therm. Before yvou use
with it. Graphs, you have ta
configure them.
we hawve written mmany Mikrotik, Router0S and the
tutorials, examples and Mikrotik logo are registered
rmanuals for Routeros, all of tradernarks of Mikrotikls SIa.
which are awvailable here on Please read the license
our homepage. If you get
into trouble, vou can always
ask for technical support.
Done =
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- &

|j mikrotik routeros > administration

winbox i

all Route

Connect
will hawve]
comimany
Routero
Routerc
with it.

e have
tutorials

configuratiog
Routeros.,
and conne

be controlled with this
application,

—

rmanuals

50 | L hetpeiiez.ies..ay

MikroTik

s the araphical

aoolicatio
Download it,
T

roE functionality can

webbox 2.9.51 login:

This is a web based
configuration interface

for

FouterdS, Log in above to

connect to this router -
of the most important
RouterQs features can
controlled within this
interface

some

be

Opening winbox, exe

You have chosen to open

~ winbox.exe

which is a: Binary File

from: http:/f192.168.1.1
what should Firefox do with this File®

(™) FlashGok

-

Save File

[] Do this autamatically Far Files like this From now on.

[ Save

ile ] [ Cancel I

out

igh

he

T =TT
which are available here on
our homepage, If you get

into trouble, vou can always

T TR TR

TR -
Please read the license

=) £

m

Lakukan download Winbox tersebut dan simpan di Local harddisk kita, lalu jalankanlah aplikasi Winbox

tersebut. Selanjutnya setelah muncul tampilan seperti dibawah ini maka selanjutnya kita bisa lakukan browsing

Mikrotik seperti tampilan dibawah ini ataupun dengan cara mengetikkan IP Addres Mikrotik kita : 192.168.1.1.

[E winBox Loader v2.2.13

=l =&

[E winBox Loader v2.2.13

=l =&

Connhect To: ]| J Cornect | EDHHECtTDZ] [J|| Cornect |
Logir: | Logir: |
Paszword: | Paszword: |
Save Save
[~ FKeep Pazsword ¥ Feep Pazsword
™ Secue Hose I v s hiok [ Berore |
[ Load Previous Session Toals... ¥ Load Previous Session Toals...
Hote: | Hote: |MikroTik
Address | U zer Mote J Address | U zer Mote J
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= WinBaox Loader ¥2.2.13 == Es
Connect To: [192168.1.1 | Connest
Lagir: Iadmin
Password: ||
5 = Save |
M WinBow Loadery2.2113 [S=1EE] v Keep Password
Connect To .| comeat | W Secure Mode Hemave
T : :
Eoti MALC Addiess | IP Address I Idfarllll‘v | Wersion | I‘J Load Previous Session Toals |
- 00:0C: 25:90:22:EF 19216811 MikraTik 2.9.51 —
Easthart Hote: |MikroTik
Addreszs | Uger | Mate |
Note:
Address

Disini kita juga bisa menyimpan koneksi beserta password-nya agar memudahkan kita Login di waktu

berikutnya. Penyimpanan Account ini hanya disarankan pada pengunaan komputer pribadi...

s

E admin®@192.168.1. 1 (MikroTik]) - WinBox »2.9.51

[=][]

Interfaces
wireless

FPFF

Eridge

1P iz
Routing 133
Ports

Queues

Drrivers

System 133
Files

Log

SHMP

Users

Radius

Tools I=
MNew Terminal
Telnet

FPazsword
Certificate

kdake Supout.rif
ISDM Channels

b araal

E xit

Selanjutnya akan muncul tampilan Winbox seperti diatas dan kita bisa melakukan konfigurasi lebih lanjut. Klik
menu Interface untuk menampilkan Interface LAN Card yang telah kita pasang. Kita berikan nama “LAN” pada

interface ini, double klik Interface Name “etherl” tersebut dan ganti dengan nama “LAN”.
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= admin@192.168.1.1 (MikraTik) - WinBox v2.9.51
N

wireless “Interface List >

oo = 1] (]

Bridge Mame A Type | MTU |TzRate  |RBxRate  |TuPac.. |RxPac..|
P i R 41 etherl Ethernet 1500 2.1 kbps 3.0 kbpsz 2 4

Routing P
Ports

Oueues

Dirivers

System i
Files

Log

SHMP

Uszers

Radius

Tools ¥

Mew Terminal
Telnet
Pazzword
Certificate

b ake Supout.rif
1SDM Channels
F4 anual

Exit

s

E admin@192.168,1.1 (MikroTik) - WinBox v2.9.51

[o][«]

Interfaces
Wireless 1 Interface List ==

PFF EE EEI @
Brice F= Rate
IP [* F et o e

Routing ;3

|T:-: Pac... |F|H Pac...|
li )

Poits 1 Interface <etherl= &3

Queues 5
- General | Ethernet  Status | Traffic oK
Drrivers

Systemn [~ Name( I'—-"'\N ] Cancel
Filez Type: |Ethernet Apply

L. 3
g FMTU: [1500 l—IDisabIe

=R MAC Address: | 00:0C: 23:90:22.EF B
Cormmert

Ugers
ARP: |enabled -]
R adius

Tools I3

Mew Terminal

[dizablad [running link ok

Telhet
Paszword
Certificate

b ake S upout.rif
ISDMN Chanrnels
h aral

E =it
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[H admin@192. 162.1.1 (MikroTik) - YWinBox v2.9.51
[ofle] &

Interfaces

—_| Interface List

|ﬂ|_ vlx] EI

wireless
PFF

Bridge
IP i
Fouting 32

Ports

Queues

Dirivers

Syztem [+
Files

Log

ShMP

Uszers

Radius

Tools I3
Mew Terminal
Telnet

Pazsword
Certificate

M ake Supout.nf
ISDM Channels

M aral

E it

Setelah memberi nama Interface LAN, kita selanjutnya memberikan IP Address :

192.168.1.1 pada interface

tersebut. Dari Winbox, kita pilih menu “I1P” -> “Addresses”.
(@ admin@1o2.168.1.1 (MikroTik) - WinBox v2.9.51 5
[=]
Sl 1 Interface List (==
wireless
PF_'P EIBE -;%Le_l |MTU |T:-c Hate |F|:-c Hate |T:-c Pac... IFI:-: F'ac:...|
) Bridge 'R 4lelaM  Ethemet 1500 2.1 kbps 3.0 kbps 2 4
Routing I Routes
Farts Fool
Oueues ARFP
Drrivers WwHRF
Sypstem s Firewall
Files Socks
Log UPnP
SHMP Traffic Flows
Uszsers ALoccounting
Radius Services
Tools ™ Facking
Mew Terminal Meighbors
T elnet DHS
Fazzword Prosy
Certificate DHCP Client
M ake Supout.rif DHCF Server
ISDM Channels DHCP Relay
I araal Hotspot
E =it Telephony
IPsec
“wieb Proxy
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Interfaces

Wireless

FPP

1 Interface List

[#-][=] [~][=

[==]

< | Type

| MTL

|T:-: Rate

|F|:-c Fate

Eridge

Ethernst

1800 2.2 kbps

P

Fouting

Parts

Oueues
Dirivers

Sypstem

Files

Log

SHMP

Uszers

Radius

Tools

Mew Terminal
Telnet
Paszsword
Certificate

b ake Supout.rif
ISDM Channels
b aral

E it

3.0 kbpz

|T:-: Pac... iHH Pac... |
2 4

(=)
[+ [2]] =)

fAddress Metwark

Broadcast

Interface

added by setup

192168.1.0

P 192.168.1.1./24
Ly

192.168.1.255

LaM

Mikrotik PC Router Bandwith Manajemen & Security dengan ISP Telkom Speedy oleh Nathan Gusti Ryan s
[E admin@192, 168.1.1 (MikroTik) - wWinBox v2,9.51
[=] mE

Kita lihat IP Address 192.168.1.1/24 merupakan IP address yang kita input dari Setup di Konsol tadi. Oke,

selanjutnya Mikrotik kita Shutdown untuk menambahkan sebuah interface lagi untuk koneksi ke Modem ADSL.

[EH adminmi19z, 162.1.1 (MikroTik) - WinBox «2.9.51

[~>][<]

Interfaces
Wwrireless
PPP
Eridge
IP
Routing
Puorts
Queues
Dirivers

[ Files
Log
SHMPF
Users
Fadius
Tools
Mew Terminal
T elnet
FPazsword
Certificate
bd alee S upout.rif
ISDM Chantels
t araal
E =it

Interface: List

[#-][—] [~][=] [=]

==]

| Marme o | Tupe [MTU |TeRate  |AxAate  |[TxPac.  |[AxPac._ |
R i LM Ethernet 1500 2.2 kbps 3.0 kbps 2 4
"1 Address List
(=] [<][=] [=]
| | Address | Mebmork |Broadcast | Interface
I % R P DR [ I
ldentity A24  1892.168.1.0 192.168.1.255 Ll
Clock
Fezources
Licensze
Fackages

Auta Upgrade
Logging
History
Consols

Scripks

Scheduler
Wt atchdog
Reboot
l Shutdown I
. LCD
HTF Client
HTF Server
Health
UPs

W &
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Confitrn Shiutdown

Do you want to shutdown’?

ez

Mo

Dari VMWare kita masuk ke menu “Edit Virtual Machine Setting”, kita Add sebuah interface Network

Adapter pada mode Bridge Network.

B mMikrotik 2.9.51 - WMware YWorkstation

Eile Edit Wis WL Team indowes

Sidebar
[ Powered on
a 50 Favorites
51 Mikrotik 2.9.5

o > = | @ @B
X ”

Help

Mikrotikk 2.9.51

[=IE=E

-

State: Powsered of f
Guest OS5 Other
Locaktion: DR Mikrokikh Mikrotik. 2.9.51 . wois
Wersion: wworkstation 5.5 virtual machine

Commands Devices | [ Options I

# Power on this wirkual machine M Merory 256 ME
i €Edit virtual machine settings ) fa Hard Diisk (IDE} 1 EB

(=) CDiDYD (IDE) Auto detect

B} Ensble ACE Features (What is ACE?)

Network Adapter Bridged
Network Adapter 2 Hosk-only

@ sound card Auta detect
Episplay Auto detect
B Processors 1

MNoktes

Type here to enter nokes For this wirtual machine.

m

wirtual Machine Settings

Hardware | options

Drevice Sumrary
B Memory 256 MB
i Hard Disk (IDE) 1 GE
(=) CD/DYD {IDE) Auto detect

adapker ] e
l.ﬁl-.I Sound Card AUk detect
EDisplay Auko detect
% Processors 1

[ Add., ] [ Remove ]

Device status

@ Zonneck ak power on

Metwork conneckion

@) gridged: Connected directly ta the physical netwark,

[ replicate physical nektwork connection state

() MAT: Used to share the host's IP address

() Host-only: & private network shared with the host

() Cuskorn: Specific virtual network,

0 fdefault Bridased?

J [

Cancel Help
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[

Wirtual Machine Settings

Hardware | Options |

Dievice SumMmary Device skakus
P Memary 256 ME B 2
r h annect a DWEN QN
i Hard Disk (IDE) 1GE R
(=) CDJDYD (IDE Auto detect
\3/CD/ LDE) " Mebwork connection
Mek . Bdapter Bridged
@) sound Card Auko dekeck (@ Bridged: Connected directly ko the physical netwaork
E_DiSF'Lﬂ‘:-" Auto detect [T replicate physical network connection state
& Processors 1 .
I MAT: Used to share the host's IP address
() Hosk-only: & private network shared with the host
171 Cuskom: Specific virtual netwark,
[ Add.. ] Remowve
[ (8] 4 ] l Zancel ] [ Help ]
Add Hardveare Wizard [E35]| | Add Harchware Wizard =]
Hardware Type Metwork Adapter Type
Wwhat type of hardware do you want to install? ‘what kype of network adapter do you want to add?
Hardware Explanation Nestwork connection
ey Hard Disk add a network adapter, E§| Bridged: Connected directly ko the physical network! ]
(%) cDyovD Drive [ |Replicate physical netwaork connection state
B Fiopay Drlve () MAT: Used ta share the hast's IP address
l£'_- Sound Card (71 Host-anby: & private netwark shared with the host
@58 Controller (7 Cuskam: Specific virtal netwarlk:
@Serial Pork
@Parallel Port
@Generic S5 Device
Device status
|Z| Conneck at power on
Back | [ [ext = ] [ Cancel [ < Back ] [ Firish ] [ Cancel
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wirtual Machine Settings =]

[ Hardware | Cpkions

Device Summary Device status

B Memory 256 MB J' i_onnected
le—iHard Disk (IDE} 1 GE V| Connect ak power an
(=) CD/DYD (IDE} Auto detect

Metwork conneckion

pter_

e

Bridged
ToEE @) Bridged: Connected directly to the physical network,

7 AT qeteet Replicate phwsical network connection stake
B oisplay Auto detect
B Frocessors 1 I MNAT: Used to share the host's IP address
Host-only: & private netwaorl shared with the host
Custom: Specific virtual network,
add... | | Remowve

| =] 4 | | Cancel | | Help |

Setelah network adapter selesai kita buat, selanjutnya kita jalankan / kita hidupkan lagi Mikrotik kita.

@) Mikrotik 2.9.51 - VMuware Waorkstation [=1=]

File Edit ‘ew WM Team ‘Windows Help
snpe oGl DEas DEE &%
R o AEcHes

a [p Powered On
Mikrotik 2.9.2

) it MikroTik Login: admin

ey Passuord:

4 ) Favorites

MMM MMM KKK TTTTTTTTTITT KEK

MMMM MMMM KKK TTTTITTITITTT KEK

MMM MMMHM MMM III KKK KKK RERRRR oooooo ITT IIT KKK KEK
MMM HMH MMM TIII KEKKKEK RRE RRR 000 000 ITT IIT KEKEK
MMH MMM III KKK KKK RERRRR ooo 000 ITT IIT KEK KKK
MMM MMM III KKK KKK RRER RRR oooooo ITT IIT KEK KKK

MikroTik RouterOS 2.9.51 (c) 1999-2088 http: s uww._mikrotik.con-

Terminal linux detected, using multiline input mode
[admin@MikroTik]l > _

To direct input ko this WM, click inside or press Ctrl+G.
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Selanjutnya kita lihat interface Mikrotik kita sudah ada “ether2” yang baru kita pasangkan, ganti nama

interface ini dengan nama “SPEEDY”.

= admin@192,168.1.1 (MikroTik) - WinBox v2,9.51 (== Ed

oll=] e

Interf
el 1 Interface List S

[#-|[=] [=][]
/ |T}lpe | MTL | T=Rate | T# Pac... |F|H Pac... |

Ethernet 1500 2.4 kbps oy
Ethernet 1500 0 bps a

Wireless
FFP

Bridge
P P
Routing iz

i}

Ports

Oueues

Dirivers

System f
Files

Log

SHKP

Uszers
Hadius
Tools [

Mew Terminal
Telnet
Paszswaord
Certificate

b ake Supaout.rif
ISDM Channels
bl araal

E xit

o

[H admin@192.168.1.1 (MikroTik) - WinBox v2.9.51

[=][«]

Irterf.
Al 1 Interface List:
Wireless —_— —
o +-|[=] [][%]
Bridas |Name 4 |T_l,lpe |MTLI |TH Fate |FA= Rate |TH Pac... |F|H F'ac...|
d R e LA Ethernet 1500 5.8 kbps 7.1 kbpsz E g
Routing i
Ports 1 Interface <ether2> B
Queues
General | Ethermet | Status | Traffic
i |
Siister 8 Namef{|SPEEDY | |ﬂ|
Filez Tywpe: | Ethernet Apply
L :
ag FTU: [1500 I—IDisabIe
=HnE MAC Address: | 00:0C: 25:90:22.F9 B
Cornrmett
Uszers
: ARP: |enabled |
Radius
Tools [
Mew Terminal

|di9at-|eu:|

[rumning ik, ok

Telnet
Password
Certificate

b ake S upout.rif
1SDM Channels
M aral

Exit
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I

Langkah selanjutnya adalah kita berikan
192.168.10.10/24.

IP Address pada interface Speedy dengan

IP Address

E admin@192. 1562, 1.1 (MikroTik) - YWinBox v2.9.51

[=][=]

nlEnates 1 Interface List ==

wireless —

- [#~|[=] [~][=]

Eridge |Name £ |Type |MTLI |T:-c Fate iHH Fate |TH Fac... |F|H F'ac:...|

R 45 LAK Ethernet 1500 2.4 kbp= 3.0 kbps 2 4

I ||R  «»SPEEDY  Ethemet 1600 0 bps 0 bps n a

Routing i3

= () =] [~][=] [=]

DiNpEs |Address s | MNetworlk | Broadcast | Interface |

Sypstem I ;2 added by zetup

Files = 1392.1658.1.1/24 192.1658.1.0 192.168.1.255 LM

Log

SMHEF

Users

Radius

Tools I

Mew Terminal

Telnet

Fassword

Certificate

kM ake Supaut_rif
ISDM Channels
M anual

E =it

H admin@192.162.1.1 (MikraTik) - WinBox »2.9.51

5|«

el es ] Interface List [==]
Wireless
FEP st |_='_| |_Q/_| D@.‘; |:|
Cdes | Mame ¢ iType | MTU |T:-c FHate iFh-c Rate |T=Pac.. |BxPac._|

gl R 45 LAM Ethernest 1500 2.4 kbps 2.0 kbps 2 4
IP (i 1] 4+ SPEEDY Ethernet 1500 0 bps Obps u] 1]
Fouting I
Porte 1 AddressiList
Queues 7 = -
Lo +] -] [~][=] [=]

|.t'-\ddless | Metwork, | Broadcast | Interface |
Swztem I ;added by setup
Files P 192.168.1.1/24 192.168.1.0 192.168.1.285 LAM
Log
SHMP 1 Mewr Address
Uszers Ok
Fadius Metwark: |_| Cancel
Tool: 2
Broadcast: |_| Apply

Mew T erminal
Telnst IntEIface:" SPEEDY i !I Disable
Certificate

b ake Supout.rif
1SDMN Channels
b anual

Exit

dizabled
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Selanjutnya kita masukkan IP DNS Speedy dari Winbox, lalu pilih menu “IP” -> “DNS”.
[ admin@ 192,168, 1.1 {(MikroTik) - WinBox v2.9.51 ==Es
[=][] meE

Interfaces " address List B3 | O interface List

= i T S
v =] (o) [ (][] [][2] [
: |Address /| Wetwark, Broadcast |Mame ‘ |Type [MTU |TxRate  |RxRate |TxPac.. FAxPac |
Bridge [ 3 | R «laN Ethemet 1500 25 kbps 3.1 kbps 4
Raae R #SPEEDY Ethemet 1500 0 bps Obpe 0 ]

Foing I Routes

Fart: Poal

Cueu ARP

Crrivers YRRP

System Firewall

Files Saocks

Log UPnFP

SHMP Traffic Flow

Uszers Arccounting

Fiadiuz Services

Tools Packing

Mews Terminal Meighbors

Telnet |—

Pazsword Prozy

Certificate DHCF Client

Make Supout.rif DHCP Server

ISDM Channels DHCF Relay

Manual Hotzpat

E=it Telephaony

IPsec
‘web Prosy

[E admin@102.168.1.1 (MikroTild) - WinBox v2.0.51

(][]

=EEE
i

Interfaces
Wireless

FFP

Bridge

IP

Roaouting

Ports

Queuss
Drivers
System

Files

Lag

SMMP

Users

R adius

Toolz

Mew Terminal
Telnet
Password
Certificate
Make Supout.rif
ISDM Channels
Manual

Exit

] Address List

[+][=] [][x]

1 Interface List

= [v][=] 2]

2]

|Address 4 |Metwork Eroadcast

I 1. Sl .0 AN
I 1921681010424 192168100 19216810255 SPEEDY

|Name ‘ |Type

|MTU | TxRate

|Hx Fate

iTx Pac...

[Rx Pac:...|

R 41 LAN Ethernet
R «SPEEDY Ethemet

1500 2.5 kbps
1500 0 bps

1 Bhis

Static | Cache

= )

[==]

& |Name 4 IAddress

[TTL

"1 DNS Settings

Primary DMNS: [

Seconday DMS: !'v"|202.1 34.0158

I ™ Allows Remote Requests

Cache szed: iﬁ

Cache Size: I2D48 Kig

KiB

3.1 kbps
0 bps

2
]

4
1)
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Selanjutnya kita NAT dari Webbox -> Firewall. Tujuan atau maksud pengaturan NAT ini adalah mengatur
Interface Mikrotik sebagai Network Address Tranlastor sehingga IP Address LAN dapat mengakses IP Address
WAN / Internet. Memang kita bisa setting dari Winbox, tapi dari WebBox ini sangat lebih mudah, khususnya

bagi Newbie.

& mMozilla Firefos
Eile Edit Wiew Histary Bookmarks Tools  Help
[ E = c x LW | |j | htep: 192,165, 1. 1 /cfgrpage=FirewallaFirewall=Firewall ﬁ g | |—-E_' v| Google pl

&2 (2 unread) vahoo! Mail, progeelzo... I'_i'J

MikroTsk

& yogyafree-perjuangan : Pending . | | | ] http://192.168. .wall=Firewall [E3 I - I -

Firewall

FPublic interface: [sreEeoy [=]

Frotaect router:
Frotect customer:
AT

Apply

System
Interface

—
Firew all

]

Foutes

SimpleQueues
PPFPOE
RegTable
Accesslist
DHCP Sarver
Upgrade

Logout

‘wieh Prowy

Done E
Selanjutnya kita setting “IP” -> “Routes”.
[ admin@192,168. 1.1 (MikroTik) - WinBos ¥2.9.51 [SE=ES
me
Infetaces 1 Adclress List [22] | = miterface List
wiser =] [l [3:][] [][]

a | |Address 4 |Network Broadcast |Interface | | Hame o | Type |MTU TxRate  |FxFRate |Tx Fac... |Fh4 Fac... |
— B b 19216810 1921681255 LN E ‘E’EEEEDY E::eme: Egg EE e g:: i 0 0
. NIT e /24 192168100 19216810255 SPEEDY i e P *

outing

Ports Fool
Queues ARP
Drivers YRRP
Syztem I~ Firewall
Files Socks
Log UPnP
SHMP Traffic Flow
Uszers Accounting
Radius Services
Tools " Packing
Mew Terminal Meighbors
Telnet DNS
Password Frozy
Certificate DHCP Client
fake Supout. rif DHCP Server
1SDM Channels DHCF Relay
tanual Hotspaot
Exit Telephany
IPsec
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& admin@192.168.1.1 (MikraTik] - WinBox v2.9.51
[=][«] e
Interfaces = iddress List (2] | T interface List
wireless o 1 1 [ . 2 I | T =1
=] 2|5 = =] || 5| |E
voe Vool lulle] =R E |
- |Address 3 |Netw0rk |Broadcast |Interface | |Name /| Type |MTU |TxRate |RxRate |TxPac. |Rx F'ac:...l
Bidge 2 added by setup R e»LoN  Ethemet 1500 56 kbps 5.3 kbps 5 8
P I SH1921681.1/24 19216810 19216812585  L&N F 4#SPEEDY Ethemst 1500 0 bps Obps 0 0
= 1921681010424 192168100 19216810255 SPEEDY
Fouting i
A 1 Route List =
Queues Fiiiie | .
Drrivers
=| ||l 22| = I =
System iz @j IZIE E\ 4
il | Diestination | Gateway |Pref. Source | Distance !Interface |Roting Mark
e DAC 1921681 0/24 19216811 0 LAN
Lag DAC P 19276610.0/24 1921661010 0 SFEEDY
SHMP
Users

R adius

Tools

Mew Terminal
Telnet
Password
Certificate
Make Supout.rif
ISDM Channels
Maral

Exit

Pada menu Routes kita klik symbol Plus ( New Route ) lalu pada kolom input “Gateway” kita isikan dengan IP
Addess Modem ADSL kita, yaitu IP : 192.168.10.1.

[E admin@132,168, 1.1 (MikroTik) - WinBox v2,9.51

[= )| ] | J
Interfaces 1 Aderess List [E2] | T 1nterface List
Wireless P B o] [ el ol | el 1
v N[ [o]s] [ =] 1] ]

: |Address | Metwark |Broadcast ilnterface | |Name ¢ | Type IMTU |TxRate |RxRate |TxPac. |Rx F'ac:...!
2;:added by setup L thernet 5 ps 5 ps
Bridge dded by set R ebLeN Eth 1600 47 kbps  4.2kb 4 E
P I 1921681.1/24 19216810 1921681.255  LAM R 4#SPEEDY  Ethemet 1500 0 bps 0 bpz ] 0
) R192.168.10.10424 192168.10.0 192168.10.255 SPEEDY
Routing -
Ports T Rolite List [z=]
Hietes Foutes | Fules
Ori
o [#][=] [#][] [=] T
System 13 L L sl [ e
TDesingi I "1 Mew Route 3|
files hact :itg? e |
AMAB L General | Attibutes icil
Log DAC | 132168.10.0/24 15 atoway,pisian oy HE
S T e
SHMP e
Uers Gateway:“192.188.10.1 |f( a Apply
Radius Check Gateway: | » -
: Disable
Toolz [ A : l—l
Mews Terminal pranee | i Eoiniment
Scope: |255
Telnet P I Copy
Password Target Scope: I‘ID
Certificate Mark: | -
Make Supout.rif S |
; -
ISDN Charnels el o
WManual Type: Iunic:ast j
Exit Interface: |

[dizabled




34

Mikrotik PC Router Bandwith Manajemen & Security dengan ISP Telkom Speedy oleh Nathan Gusti Ryan s

Dan hasilnya seperti pada gambar dibawah ini :
[ admin®192.168.1.1 (MikroTik) - WinBox v2.9.51 ===
[o][] me

Interfaces ™ &ddress List [E2] | T 1nterface List [=]

Wireless el [l el [ = =l [l

= [#][=] [][z] [#-|[=] [][3] [=]

. | sddress | Metwork |Broadcast [Interiace | | Mame /|Twpe  |MTU  |TxRate  |RwRate | TwPac.. RxPac.|
Blidge :;; added by setup B «bLaN Ethemet 1500 25kbps 4.2 kbps 2
P I :19216811/24 19216810 1921681266  LAN R #SPEEDY Ethemet 1500 1141 bps  Obps 2 i
= #:192162.10.10/24 192168100 192168.10.255 SPEEDY

Routing f

IFE 1 Route List

Hugiss Foutes | Rules

Dirivers —

- +=] P T

Files |Destinati0n /| Gateway |F'ref. Source |Distance |Interfac:e | Routing Mark

45 00000 {19z216810.1] 1 SPEEDY

Lag DAC P 192160.1.0/24 19216611 0 L&N

SHMP DAC |+ 192.168.10.0/24 192.168.10.10 0 SPEEDY

Uzers

Fadius

Toolz

Mew Terminal

Telnet

Pazsword

Certificate

Make Supout.rif

ISDM Channels
Manual

Exit

= admin@192.168.1.1 (MikraTik) - WinBox +2.9.51 [=l[EEs
E m&
Interfaces ™ Aderess List [E=]| 2 1nterface List
= TEL EEEL T —
vises N[ [l [ EEEn
- |Adl_:|ress. =t Netw.o_rk Broadc M.aﬁf—_l- |Name /| Type [MTU |TxRate |RxRate |TxPac. |Rx F'ac:...l
Bridge . e=ia2ies | 19218810 31255 BN llR esLeN Ethermet 1500 25 kbps  3.0kbps 2 4
I- = | s 24 192168100 192.168.10.285 SPEEDY R 4#SPEEDY  Ethemet 1500 0 bps 0 bpz 0 0
Fouting I Routes
Farts Pool [£5]
Queues ARP
Drivers YRRP all ot
el 5 |Pref. Source | Distance | Interface | Routing Mark
Filess Socks | ahl 1 SPEEDY |
Log e iR 0spEeDy
SHMP Traffic Flow
Users Accounting
R adius Services
Tools ¥ Packing
Mew Terminal Neighbors
Telnet DMS
Pazzword Prosy
Certificate DHCP Client
Make Supout.rif DHCP Server
ISDN Channels DHCP Relay
Manual Hotspat
Exit Telephaony
IPzec

Wwieh Prasy
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Selanjutnya kita cek setting “Firewall” -> “NAT”. Setting ini telah kita lakukan dari WebBox.

||

Interfaces
Wireless

PPP

Bridge

IP +
Routing I*
Farts

Queuss

Drivers

System i
Filess

Log

SHMP

Users

R adius

Toolz [
Mews Terminal
Telnet

Paszword
Certificate

Make Supout.rif
ISDM Channels
Marual

Exit

[E admin@192.168.1.1 (MkroTik) - WinBox v2.9.51

BEEY
i

] &
+ v % |@
Address RS |Broadcast

<a1921681.1/24 19216810 1921681.255
5192168.1010/24 192168100 192.16810.255

LAN
SPEEDY

[E=]

|Interface |

]
¥+

= |

| [Name
R LA
R 4#SPEEDY

=]
[Rx Rate

5.1 kbps
0 bpz

[MTU [T Rate
1500 4.3 kbps
1500 0 bps

jTPDE
Ethernet
Ethernet

[2=]

[TuPsc... |RuPac... |
4 B
] ]

+

# Action Chain Src. Address | Src. Port

Filter Rules ' Mangle Service Ports  Connections  Address Lists

(71| | 00 Reset Counters || 00 Reset All Counters

In. Inter...| Dst. Address | Dst. Port

D_Li't\.‘lnt... Froto... Bytes

Packets

it

srchat

SPEEDY 4B

Jika kita lakukan setting dari Winbox, maka settingnya seperti pada gambar dibawabh ini.

||

Interfaces
Wireless

PPP

Bridge

IP +
Routing I*
Farts

Queuss

Drivers

System i
Filess

Log

SHMP

Users

R adius

Toolz [
Mews Terminal
Telnet

Paszword
Certificate

Make Supout.rif
ISDM Channels
Marual

Exit

[E admin@192.168.1.1 (MkroTik) - WinBox v2.9.51

BEEY
i

] &
d = v % O

Address Network : Broadcast
R192168.1.1/24  192168.1.0  192168.1.2585  LAN

P 1921681010424 192168.10.0 192168.10.255 SPEEDY

|Interface |

=]
[Rx Rate

8.4 kbps
0 bpz

[MTU [T Rate
1500 7.6 kbps
1500 0 bps

jTPDE
Ethernet
Ethernet

[2=]

[TuPsc... [RuPac...||

L

Advanced Ewtra Action  Statistics

R #j5SPEEDY

"1 Mew NAT Rule

General  Advanced ExtraStatistics

u]

I T

Filter Rules  NAT]
= v

# Action
i =]l masq

' Chain: |srcnat i LJ

Src. Address: i
Dst. Address: v

Praotocal: 2

In. Interface: >

(Dut. Interface: [ |SPEEDY I '1 -

Packet Mark: >

Connection Mark: N

Fiouting Mark: o

Connection Type: ¥

(Action: ]masquerade]

Remove

=] | | coreet |

Apply
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Interfaces
Wireless
PPP
Bridge
IP
Fiouting
Forts
Queuss
Drivers
System
Files
Log
SHMP
Users

R adius

& admin@192.168.1.1 (MikraTik] - WinBox v2.9.51
Y|
[2=]
E ne  /[Typs  [MTU  [TxRats [FwRats [TuPac.[RxPac. ||
Eal. 16810 1921681256 g tr LN Ethemet 1500 25 kbps  3.0kbps 2 4
I o 192166.10.10/24 192168100 19216810255 SPEEDY »SPEEDY  Ethemet 1500 0 bps Obps ] ]
-
1 Terminal B3
I MMM julolol FFE TTTTTTTTTTIT FEE
MMM Julololod FFE TTTTTTTTTIT FEE
MMM MMMM MMM III FFE FFE  FRRRRR oooooo TTT IITI FFE EEK
Mmm MM MM ITT FFEEE RERF. FFR 000 000 TTT IIT KK
MM MMM IIT FFE FEEE jaizizizizisy ooo  ooo TTT IIT FFE FEEK
MM MMM IIT KKK EFEEE FRRRE EER oooooo TTT IIT FFE EEK
MikroTik Router08 2.9.51 (o) 1999-2008 http: /S wikrotik. cons
"

Tools

Telnet
Password
Certificate
Make Supout.rif
ISDM Channels
Maral

Exit

Terminal wtl02 detected, using multiline input mode

[aduin@MikroTik] >

Langkah selanjutnya kita lakukan test Ping koneksi dari Winbox -> Terminal. Test Ping juga kita lakukan

untuk menguji koneksi dari PC Client jaringan LAN ke kedua interface Mikrotik maupun ke IP Address Modem.

[E admin@192.162. 1.1 (MikraTik) - WinBox v2.9.51
[ o G
Interfaces ) =] =l
Wireless . —
[ .
PPP —_— : - ol = . .
. | |Address / |Network __|Broadcast ___|Interface | TU_ [TsRate |RxRate
Bridge F192168.1.1/24 192.168.1.0 192168.1.286  LaN | 1500 25 kbps  3.0kbps
P [ | P 19216810.10/24 192168100 13216810255 SPEEDY |f|R  ##SPEEDY  Ethemet 1500 0 bps 0bps
Fiouting [ = 5=
Ports
Queues
Drivers | ; ; ; ; _aII |
System r it Gsteway |Pref. Sowrce | Distance Interface |Routing Mark |
A4S 00000 192168101 1 SPEEDY |
File:s |DAC P 192.168.1.0/24 192.168.1.1 0 LN |
Log |DAC = 132168.10.0/24 192.168.10.10 0 SPEEDY |
l
SNMP
J 1 Terminal
SEI_S = [adwinAMikroTik] e [PiNG e PC Client =
Radius 192.168.1.178 64 byte ping: Ctl=64 time<l ns
Toals I 192.168.1.175 64 byte ping: ttl=64 time=1 s
. 192.168.1.175 64 byte ping: ttl=64 time<l s
Hew Terminal 192.168.1.178 64 byte ping: ttl=64 time=1 ns
Telnet 2 packets transmitted, 4 packets receiwed, 100% packet gain
round-trip minfavg/max = 0/0.5/1 ms .
Passward [aduwin@MikroTik] >{Bing 192.166.10.1) =3 Ping ke Modem ADSL
Certificate 182.1658.10.1 64 byte ping: ttl=1&f time=1 m=a
) 192.168.10.1 64 byte ping: ttl=125 time<l s
Make Supout.if 192.165.10.1 64 byte ping: ttl=128 time<l ms
1SDM Channels 3 packets transmitted, 3 packets receiwed, 0% packet loss =
M | round-trip nindavg/max = 0/0.3/1 ns
el [adnin@MikroTik] > 4
Exit P
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Selanjutnya kita dapat mengunakan menu “Tools” -> “Torch” untuk Trafik / lalu lintas data jaringan kita yang

leintasi Mikrotik....

[EH admin@192.162. 1.1 (MikraTik) - WinBox v2.9.51

[=][«]

Interfaces
Wwireless
FPP
Eridge
IP
Routing
Farts
Queues
Dirivers
Swpstem
Files
Log
SHMP
Users

R adius

Mew

Telnet
Password
Cerlificate
Make Supout rif
ISDM Channels

[

Manual

Exit MALC Server
Graphing
IP Scan
Pirng Speed
Flood Fing

1 address List

[#][=] [~][=]

L]

1 Interface List

| =] [ ][] [er]

|Address ’ | M etwork

|Broadcast i Interface |

|Name s | Type IMTL | T Rate

|Rx Rate

[TxPac

P 192168.1.1/24

192.168.1.0
= =" 192.168.10.10/24 192.168.10.0 192.168.10.255

192.168.1.265 LAk

SPEEDY

R 4irLan Ethemet 1500 2.5 kbps

1500 0 bps

] 4}#SPEEDY  Ethernet

3.0 kbps
0bps

a

A% Pac
2

Ping
MALC Ping
Traceroute
Bandwidth Test
ETest Server
Traffic konitor
Packet Sniffer

Metwatch

[o][e]

admin@®192.168.1.1 (MikraTik} - WinBo_x-v2_'.93.!_51-

Interfaces "1 hddress List BRI | 3 mnterface it

- |&ddress 7 | Network | Broadcast !Interface | |Name 4 |Ty|:e |MTU | T Rate |HH Rate iTx Pac... |RxPac..|
Bridge R1921681.1/24 19216810 192168.1.255  LAN R #sLaN Ethernet 1500 2.5kbps 4.5 kbps 2 g
P i P 192.168.10.10/24 192.168.10.0 192.168.10.255 SPEEDY R ##SPEEDY  Ethemnst 1500 0 bps 1457 bps 1] 2
Fiouting I
Ports 1 Tarch B3]
Hueues = Basic ~ Filters [ Start
Drivers P Inteiface] Sic. Address: [0.0.0.0/0 : S
::em A Dst. Address: [0.0.00/0 m

- Caollect Protocal: Ian}' :.l
Lag W Sic. Address W Protacal
SHMP V¥ Dst Address v Port Fort Iany j
Ussts [Et.. 2 |F'rot... |Src. Address |Src. Fort IDSL Address iDst. Fort |Tx Rate |RxRate |Tx Pack... |FE:-: F'ack...| —
R adius
Tools [-
Mew Terrminal
Telnet
Paszzword
Certificate
I ake Supout.rif
I1SDM Channels
M anual
Exit
|Total T« 0 bps |T0tal Fi=: O bps |T0tal T Packet 0 ITotaI Fx Packet: 0
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BAB 5
MANAGING USER MIKROTIK

Tentang Firewall Mikrotik

Pengaturan User dalam Mikrotik sangat mudah, akses ke Mikrotik dapat dari IP Address mana saja maupun
dari IP Address tertentu saja. Pengaturan atau Rule-nya dibagi menjadi Full Akses, Read only dan write only.

Manajemen User ini

= odmin@e0sC:29-E3:4E-96 {MikroTik) - WinBox v2.9.51

Interfaces

Wirsless
Users Groups @ Active Users  SSH Keys
FRP

- = = v x O ARA

Bridge

E Name Group _ Alowed Addr._
Routing

FPorts

Cusuess Mame: |nsthan

Drivers Group: [full -

System
= Allowed Address: ff,'t‘je Apphy
nes

Log Digabls

SNMP Comment

Users

Radius
Remove

Tools =

Mew Termminal Password...

st disablad

FPassword

Certificate

Make Supout.rif

ISDN Channels

Manual

Exit

= odmian@O0-C-29-E3-4E-96 (MikroTik) - WinBox w2.9.51

o

Interfaces
Wireless
FFF

Users Groups Active Users SSH Keys
= = o x M/ LV

Mame Group Allowed Addr.._
b 3dmin Fuill
NS e Rl

Bridge
P
Routing

Forts Bl User <nathan>

CQueues

i Mame: [nathan DK
Drivers
Sietiorn Group: [full - Cancel
Files Allowed Address: [0.0.0.0.0
Lo

.
SHMP —
Users Bl User <nathan> Password

Radius Mew Password: || Copy

S
Mew Teminal

Telnet
disabled

Password
Certificate
Malke Supout nf
ISDM Channels
Manual

Exit
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BAB 6
MANAGING MIKROTIK FIREWALL

Tentang Firewall Mikrotik

Mikrotik Firewal digunakan untuk berbagai hal dalam mengatur lalu lintas data dari LAN ke WAN maupun
sebaliknya. Termasuk juga untuk berbagai konfigurasi Blokir akses ke IP Address tertentu maupun Blokir akses
dari IP Address tertentu. Contohnya blokir terhadap Client kita, blokir akes ke suatu websites maupun blokir

dari ILEGAL ACCESS dari pihak luar. Setting firewall Mikrotik sangat transparan sehingga mudah di terjemahkan

ke dalam bahasa kita sehari-hari...

= odman @002 E3: 4596 (MikroTik) - WinBox v2.9.51

feeleas Fiter Rules  NMAT | Mangle | Service Ports | Connections | Address Lists
FRP e
it = Bl Mew Firewall Rule e static | =]
P IS = Aol General  Advanced | Extra | Action | Statistics Dist. Port Ouit. Int... Proto... Bytes Pack
Routing r Chisin: - Cancel
it Sre. Address: ~ | el
Cususs .
Dist. Address: - =
Fee— isable
System I T - Comment
Files Sre. Port - Copy
e Dst Port: - | Remove
SHMP
Users e i
Radius
I Imtefacs: -

Tools I
Mew Terminal R Weifaeg i
st Packet Mark: -
Password

- Connection Mark: -
Cartificats

Routing Mark:

Make Supout rif
ISDHN Channels

Connection State:

Manual

Exit

Connection Typs:

disabled

= admin@00-0C=29-E3:4E:96 (MikroTik) - WinBox v2.9.51

Imterfaces Il Firewall
s
Whroless Filter Rules  MAT Mangle Service Ports | Connections | Address Lists

PPP
== fusi | 00 Reset Counters 00 Reset Al Counters
Bridge

s Il Firewall Rule <192.168.1.0/> Hl Mew Firewall Rule
Routing General  Advanced | Extra | Action | Statistics General | Advanced | Bxtra Action  Statistics

Poris Chains |f0rward _. Cancsl 1 Action: |al:t:ep‘t ¥ | Cancel

n

Queues . Address: [ [152.168.1.0.24 (I h Apphy
Dirivers 5

Address: - 1 : - 1
System ! D_ls_a_b_!e | 3 Dlisable
Files Protocol: | Comment |
Log [

SHMP

Comment |

Copy Copy

Src. Port: add src to address list

add dst to address list | Remove |

Dist. Port: | Remove

Users
Radius B
Tool:

i In. Interface:
Mew Terminal
Telnet Out. Interface:

Password Packet Mark:
Certificate
Make Supout.rf
ISDN Chanmels o et
Manual

Exit

Connection Mark:

Connection State:

Connection Type:

disabled disabled
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BAB 8
KONFIGURASI MIKROTIK DHCP SERVER

Tentang DHCP Server

Mikrotik juga menyediakan fitur DHCP Server sehingga dengan DHCP Server konfigurasi IP Address Client

dapat kita buat otomatis. DHCP Server ini bisa kit buat atau kita konfigurasi dari Koncole, dari WinBox maupun
dari WebBox. Disini kita berikan contoh membuat DHCP Server yang paling mudah dipahami oleh NewBie

adalah mengunakan WebBox. Perhatikan gambar dibawah ini.

Mozilla Firefox
File Edit Yew History Bookmarks Tools Help

6.-._- 3 O X & ||j |http:}/192.168.1.1/cfg?enabled=ong:address1=192.168.1.1008addressz=192 77 -| |-?,]v p|

| &0 unreadj \"a.hool Mail, progtelz004 @ ] .ﬁ yogyafree-perjuangan : Pending Mess. . @ | D http://192.168....r&action=accept E i +- | ! -

MikroTsk DHCP Server is on

Enabled:

System ' Address range; [192.168.1.100 | - [Lez.188.1.150
Interface | Gateway: [122.168.1.1

Firewall Primary DNS Server: [zoz.134.1.10

A | Secondary DNS Server: [zoz.134.0.185

SimpleQueues
<Lt Interface. [Lan
FPPOE

RegTahble |
Accesslist ] U
DHCP Server
Upgrade

Logout Leases

Apply changes Clear changes
o
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BAB 9
KONFIGURASI MIKROTIK FTP SERVER

Tentang FTP Server

FTP adalah Protocol yang digunakan untuk transfer file yang dapat diakses dengan mudah mengunakan
Windows Explorer, Internet Explorer maupun dengan aplikasi FTP Client. Jika sewaktu installasi awal
Mikrotik kita install semua paket / modul maka secara otomatis Fitur FTP Server juga sudah aktif. User

Authentikasi untuk mengakses FTP Server ini kita setting dari menu Winbox -> User.

Slanjutnya kita bisa coba akses mengunakan Internet Explorer dengan mengetikkan alamat akses :

ftp://ip-address-mikrotik-kita

. fitp://192.168.1.1 - Microsoft Internet Explorer

@Back = -{L‘:; -+ )':) Search | | Folders .4 tf/)

Address | #® fpiiezassaas - | B Go & AntiPhishing | ~

Log On As X

\?k Either the server does not allow anonymous logins or the e-mail address was not

L]

accepted.

FTP server: 192.188.1.1

User name: | admin -]
Fassword: | |

After you log on, you can add this server to your Favorites and return to it easily.
FTP does not encrypt or encode passwords or data before sending them to the
server. To protect the security of your passwards and data, use Web Folders
{WwebDAV} instead.

Learn more about using Web Folders.

Log on anonymously Save password

[tos crml] [cancelu]

@ Internet

~. ftpz/ f192.168.1.1/ - Microsoft Internet Explorer

File Edit Miew Favorites Toaols Help m':,,
e, Fe 1 [ =
@ Back - IE‘_I‘; q+ ! )_J Search } u Folders “ x “9
Address |B® gom03168.1.10 - | B o | | @ AntiPhishing | -
Mame - Size | Type Modified
&. hotspot File Folder 24,09,/2009 22:39
!. Materi Seminar UMM File Folder 23/10/2008 22:00
MikroTik-23102009-2155 . backup 281 KB BACKUP File 23/10,2008 21:58

User: admin a' Internet
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BAB 10
BACKUP DAN RESTORE KONFIGURASI MIKROTIK

Backup konfigurasi Mikrotik kita sangat bermanfaat jika suatu saat Mikrotik kita mengalami kerusakan
sehinga kita harus Install Ulang System Mikrotik. Atau juga kita ingin melakukan Restore dari Backup
konfigurasi Mikrotik kita untuk me-refresh konfigurasi setalah kita lakukan berbagai perubahan atau terjadi
kesalahan konfigurasi. Begitu juga jika ingin membuat Mikrotik lain dengan konfigurasi yang Indentik sehingga

kita bisa membuat Mikrotik Router dalam waktu yang cepat.

Untuk melakukan Backup konfigurasi ini dari Winbox -> Files. Setelah kita klik Backup maka akan terlihat
sebuah file baru dengan identifikasi nama file dan tanggal + waktu proses backup. Selanjutnya kita bisa
menyimpan file backup konfigurasi ini dengan cara meng-copy file tersebut dari Mikrotik ke Disk local PC kita.

Caranya bisa mengunakan copy via FTP ataupun mengunakan Winbox ( gunakan Drag ‘n Drop ).

= admin@00:0C:29:E3:4E:96 (MikroTik) - WinBox v2.9.51

Irterfaces
Wireless
PPP - R Backup Restore

Bridge File Mame Creation Time

B =] MikroTik-23102003-2158 backup. ackup 2B2KB  Oct/23/2005 21:58:41
[Dhotspat i 0B Sep/24/2009 22:39:53
Routing [E alogin html ) i 1293 B Sep/24/2009 22:39:53
Parts B emor html i i 838 B Sep/24/2005 22:35.53
[ emaors b bt fi 36158  Sep/24/2009 22:39:53
Queues [Dimg i ] Sep/24/2009 22:39:53
[2 logobottom png : i 43178 Sep/24/2005 22:35:53
[ login Htrml ) i 3384 B Sep/24/2009 22:35:53
System = logout Html it file 1813 B Sep/24/2009 22:39.53
Files Div directory OB Sep/24/2009 22:39.53
[ alogin html htmil file 1303 B Sep/24/2005 22:35:53
Log [ emors bt file 38108  Sep/24/2009 22:35:53
SNMP = login.htm html file 3408B Sep/24/2009 22:35:53

B logout html html file 1843 B Sep/24/200
Users B radvert.Html tml file 1475 B Sep/24/2009 22:35:53
Radius [ status html Jhtmi file 2760 Sep/24/2009 22:35:53
[Emd5js jsfile TOKB Sep/24/2005 22:35:53
s ) radvet html el s 1481B  Sep/24/2008 22:33:53
New Teminal [=] redirect html html file 213B  Sep/24/2009 22.359.53
Telnet [ fogin html il file 739B  Sep/24/2009 22:39.53
[ status html html file 2917 B Sep/24/200% 22:33:53
Passward Dl directany DB Sep/24/2009 22:35:53
B WISPAccessGatewayPaam.... xsdfile 4251 B Sepr24/2009 22:39:53
[ alogin html htmil file R32B Sep/24/2005 22:35.53
Make Supout.rif [ emar ktml it file 4168 Sep/24/2005 22:35.53
2 flogout Html htmil file I8TE  Sep 24,2005 22:39.53
EEEL T Bl login himl it file 437B  Sep/24/2009 22.35.53

56.1 MB of 1031.2 MB used 34% free

Drivers

Cerfficate

Manual

Exit
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= admin@00:0C:29:E3:4E:06 (MikroTik) - WinBox v2.9.51

Interfaces
Wirelsss I File List
FPP - G Backup

Bridge File Mame Tvpe Creation Time &
B [ Materi Seminar UMM directory [ Oct/23/2008 T
—~ g Mr 1 phno w £y
Routing 1 = MikroTik-23102009-2158 backup  backup
Ports i o
[ alogin Html htmil file Sep/24/2009
Queues [ emor.html html file Sep/24/2009
= emors it file Sep/24/2008
[img directory Sep/24/2009
System [ logobottom prig pnafile Sep/24/2009
Giog [ login html html file Sep/24/2003
[ logout Html il file Sep/24/2003
Log kv directory 'B Sep/24/2004=
SNMP [ alogin html html file Sep/24/2009
[2) emars td bt file: S5ep/24/2008
Users = login html tml file Sep/24/2008
Radius = logout html htmil file Sep/24/2009
B radvert Html html file Sep/24/2008
s = status html el fls Sep/24/2009
New Teminal Emd5js js file Sep/24/2009
[l radvert html it file Sep/24/2005
[ redirect html html file Sep/24/2009
Passward [ dogin html tml file Sep/24/2008
[ status html html file Sep/24/2009 =
aml directory Sep/24/2008
Make Supout.rif [E1 WISP AccessGatewayParam xad xsd file Sep/24/2005
[ alogin html html file Sep/24/2009
EEEL T ) error il il file Sep/24/2008 =

92.7 MB of 'II]TB'I.B MB used 91% free

Drivers

Telnat

Cerfficate

Manual

Exit






